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Introduction

Welcome to the Reviewer’s Guide for View in Horizon 6, a self-guided, hands-on review of View. The purpose
of this guide is to familiarize you with the new features and capabilities in the context of use case scenarios so
that you can evaluate both new and core capabilities.

Audience

The Reviewer’s Guide for View in Horizon 6 is for prospective IT administrators and media reviewers of View.
Some familiarity with VMware® technologies is assumed, including a basic knowledge of VMware vSphere®
ESXi™ and VMware vCenter™ and how to configure networking and storage in a virtual environment.

What You Will Learn

This document provides step-by-step exercises to guide you through installation and setup of core and
deployment scenarios. This guide is not intended as a substitute for product documentation. You can find more
detailed information about installation, configuration, administration, and use of View in the VMware Horizon™
with View documentation. You can consult the VMware Knowledge Base if you have additional questions. For
more in-depth technical white papers, see Horizon with View resources.

Navigating This Document for Key Use Cases

You can navigate directly to descriptions of key use cases and then to the hands-on exercises:

* Installation Prerequisites

* Installing View Components

* Remote Desktop Session Host Configuration

» Configuring View

* Preparing Desktop Images for Linked-Clone Desktop Pool Deployment

* Preparing a Desktop Image for Full-Clone Desktop Pool Deployment

» Deploying View Desktops and Applications

* Entitling Users to View Desktops and Applications

» Connecting to View Desktops and Applications

Note: In this guide, the term desktop is used to mean a Windows OS-based PC that has been virtualized.

What Is Horizon 6 with View?

Horizon 6 with View (formerly Horizon View or VMware View) is a desktop virtualization solution that delivers
virtual desktop services. It is available as a standalone offering—Horizon 6 with View Standard Edition—or as
part of the VMware Horizon family in the Advanced and Enterprise editions. Where security and availability
are both high priorities, you can use Horizon 6 with View to simplify and automate the management of
desktops and securely deliver desktops as a service to users from a central location. A single administration
console provides granular levels of control, allowing you to customize the end-user experience, access, and
personalization to support corporate policy. End users get a familiar, personalized environment that they can
access from any number of devices anywhere throughout the enterprise or from remote locations. And as an
administrator, you have centralized control, efficiency, and security by having desktop data in the data center.

For more information about the different editions, see Packaging and Licensing.
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What Is VMware Horizon?

Horizon is a family of desktop and application virtualization solutions, which provide a streamlined approach
to deliver, protect, and manage Windows desktops and applications to the end user so they can work anytime,
anywhere, on any device.

Key Features

Horizon 6 leverages desktop virtualization with View and builds on these capabilities, allowing IT to deliver
virtualized and remoted desktop and applications through a single platform and supports users with access to
all their Windows and online resources through one unified workspace.

Horizon 6 supports the following key functionalities.

» Desktops and Applications Delivered Through a Single Platform - Deliver virtual or remoted desktops and
applications through a single platform to streamline management and easily entitle end users.

» Unified Workspace - Securely delivers desktops, applications, and online services to end users through a
unified workspace, providing a consistent user experience across devices, locations, media, and connections.

» Closed Loop Management and Automation - Consolidated control, delivery and protection of user compute
resources with cloud analytics and automation, cloud orchestration and self-service features.

» Optimization with the Software-Defined Data Center - Allocates resources dynamically with virtual storage,
compute, and networking to manage and deliver desktop services on demand.

» Central Image Management - Central image management for physical, virtual, and BYO devices.
» Hybrid-cloud flexibility - Provides an architecture built for onsite and cloud-based deployment.
For more details, see VMware Horizon.

New Features
In the latest release, Horizon 6 supports the following new features and enhancements.

» Application Remoting - RemoteApp enables administrators to make programs that are accessed remotely
through a Remote Desktop Session (RDS) server appear as if they are running on the client computer versus
a remote desktop.

Virtual SAN - Horizon 6 with VMware Virtual SAN™ is a new storage technology that automates storage
provisioning and pools together with server-attached flash drives and hard disks and virtualizes them into
reliable storage. Built into the vSphere platform, the technology offers greater performance while simplifying
storage management. Virtual SAN eliminates the need to overprovision storage to ensure that end users have
enough IOPS per desktop.

.

Cloud pod architecture - The cloud pod architecture allows organizations to dynamically move and locate
View pods across multiple data centers for efficient management of end users across distributed locations.

vDGA and vSGA 3D graphics enhancements - 3D graphics capabilities are enhanced to augment a
graphically rich user experience. Using Virtual Dedicated Graphics Acceleration (vDGA), a single virtual
machine is mapped to one physical graphics processing unit (GPU) in the ESXi host, providing high-end,
hardware-accelerated workstation graphics. Using Virtual Shared Graphics Acceleration (vSGA), multiple
virtual machines leverage physical GPUs that are installed locally in ESXi hosts, providing hardware-
accelerated 3D graphics to multiple virtual desktops.

Unity Touch enhancements - Enhancements to VMware Unity Touch technology make it easier to connect
to View Connection Server or a View security server, log in to remote desktops in the data center, and edit
the list of connected servers. Unity Touch for VMware Horizon Client makes it easier to run Windows apps on
iPhone, iPad, and Android devices.

+ Additional OS support - Horizon 6 with View offers Windows Server 2012 R2 OS for server components.
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Sunsetted Features
View Client with Local Mode functionality, which allowed users to check out a virtual desktop and run it on a
Windows physical computer while disconnected from the network, has been removed from Horizon 6.

Packaging and Licensing

Horizon 6 is available through the VMware Store and authorized VMware resellers and desktop competency
partners and is offered in three editions, Standard, Advanced, and Enterprise. To find out what features are
offered in each edition see Compare Horizon 6 (with View) Editions.

In addition to the Horizon 6 editions, VMware Mirage™, VMware ThinApp®, VMware Workspace™, vCenter
Operations Manager™ for Horizon, and Virtual SAN Desktop are also available as standalone products.

The Horizon Standard Edition is licensed only on a per concurrent connection basis. The Horizon Advanced and
Horizon Enterprise editions are available in two license models:

* Per named user - For virtual environments with staff members who need dedicated access to a virtual
machine throughout the day

» Per concurrent connection - For virtual environments with a high number of users who share machines
throughout the day, such as students and shift workers

Technical support for Horizon 6 is available at Basic (12x5) and Production (24x7) levels for all components in

all editions, including vSphere, vCenter, and VMware View Manager™. You can also purchase Business Critical
Support, which provides access to a dedicated account team who builds and maintains a profile of your View
installation and provides regular account reviews. The VMware Professional Services Organization is also
available for consultations or to deploy Horizon in your organization. For more information on technical support,
see VMware Support.

For more information on packaging and licensing, see VMware Horizon Pricing.

Upgrades

If you are using an earlier version of Horizon with View (formerly VMware View) with a valid VMware Support
and Subscription (SnS) contract, you are eligible to receive a complimentary upgrade to Horizon 6 Standard
Edition. If you do not have a current SnS and want to reinstate your contract, contact VMware Support or see
VMware Support.

If you have an earlier version of Horizon Suite, you can expand by buying Horizon 6 Enterprise Edition licenses.
If you have an earlier version of Workspace, you can upgrade to the Horizon Advanced or Enterprise edition. If
you have an earlier version of ThinApp, you can upgrade in a two-step process to either the Thin Client Suite or
Horizon 6 Add-ons and then to Horizon Standard Edition. For more information, see Horizon View Purchasing.
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Architecture and Components

This section describes the components and VMware products that interact with View.

View Components

View includes seven main components:
» View Connection Server

* View Security Server

* View Composer Server

* View Agent

* Horizon Clients

* View Persona Management

* ThinApp
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The diagram provides an architectural overview of a Horizon deployment and shows how the three
main components, as well as multiple smaller components, work together to provide the virtual desktop

infrastructure.

Andraid 2] Smiart Phane Ters Thist Horlzan Client for  Horlzon Cllent
Tablet Cligrit Client Winiclous Store far K15

= ? ? T g ?] ﬂfﬂ i’

o 2

| External Int
(J Network fl t
- -
e — i

- s 3

Layer 7 Load Balancer
for View Security and
Connection Servers

CF
i

Infrastructure Virtual Desktops

e BB NN
SO ST

R S

Sovve

=

RDS Hosted Application and Desktop Farms

NN N

RDS App_limtlan Farm RDS Dasktop Farm

Sharad Storage Infrastructure

Management for Persona, User Data, Virtual Desktop
vSphere ThinApp Applications and WM vSphera
Infrastructure Master Images Infrastructure

Figure 1: VMware Horizon with View Deployment and Components

WHITE PAPER / 9



Reviewer’s Guide for View in Horizon 6

View Connection Server

View Connection Server streamlines the management, provisioning, and deployment of virtual desktops. As
an administrator, you can centrally manage thousands of virtual desktops from a single console. End users
connect through View Connection Server to securely and easily access their personalized virtual desktops.
View Connection Server acts as a broker for client connections by authenticating and directing incoming user
desktop requests.

View Security Server

A View security server is an instance of View Connection Server that adds an additional layer of security
between the Internet and your internal network. Outside the corporate firewall, in the DMZ, you can install and
configure View Connection Server as a View security server. Security servers in the DMZ communicate with
View Connection Servers inside the corporate firewall. Security servers ensure that the only remote desktop
traffic that can enter the corporate data center is traffic on behalf of a strongly authenticated user. Users can
only access the desktop resources for which they are authorized.

View Composer Server

View Composer Server is an optional service that enables you to manage pools of “like” desktops, called linked-
clone desktops, by creating master images that share a common virtual disk. Linked-clone desktop images are
one or more copies of a parent virtual machine that share the virtual disks of the parent, but which operate as
individual virtual machines. Linked-clone desktop images can optimize your use of storage space and facilitate
updates. You can make changes to a single master image through the vSphere Client. These changes trigger
View Composer Server to apply the updates to all cloned user desktops that are linked to that master image,
without affecting users’ settings or persona data.

Note: Although View Composer Server is not required to run the standalone Horizon 6 edition, it is required to
complete the linked-clone exercises in this guide.

View Agent

The View Agent service communicates between virtual machines and Horizon Client. You must install the
View Agent service on all virtual machines managed by vCenter Server so that View Connection Server can
communicate with them. View Agent also provides features such as connection monitoring, virtual printing,
persona management, and access to locally connected USB devices. View Agent is installed in the guest
operating system.

Horizon Clients
Horizon Clients are available for Windows, Mac, Ubuntu Linux, iOS, and Android to provide the connection to
remote desktops from your device of choice.

By installing Horizon Client on each endpoint device, your end users can access their virtual desktops from
devices such as smartphones, zero clients, thin clients, Windows PCs, Macs, and iOS- and Android-based
mobile devices. Unity Touch for Horizon Clients makes it easier to run Windows apps on iPhone, iPad, and
Android devices. Horizon Clients enable users to:

» Connect to View Connection Server or a View security server
* Log in to their remote desktops in the data center
» Edit the list of servers they connect to

As a Horizon administrator, you can enable your end users to download Horizon Clients directly from the
Download Center. Or you can control which Horizon Clients each end user can download and store the client
installers on a local storage device using the Horizon Portal, the default landing page for View Connection
Server. By default, links on the Horizon Portal connect users to the Download Center.
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View Persona Management

View Persona Management is an optional component included with Horizon with View that provides persistent,
dynamic user profiles across user sessions on different desktops. You can deploy pools of stateless, floating
desktops and enable users to maintain their designated settings between sessions. User profile data is
downloaded as needed to speed up login and logout time. New user settings are automatically sent to the user

profile repository during desktop use. For deployment recommendations, see the View Persona Management
Deployment Guide.

Figure 2 shows the View Persona repository in a View deployment and the location of the user profile (persona)

on the remote desktop. View Persona Management is enabled as an option during View Agent installation on
the virtual desktop.

Specific Persona files are downloaded as needed,
Persona files are uploaded periodically.

—_—
View Persona L
Repository b <

Private Cloud (vSphere)

View View
Security Connection

Horizon . Server Server
Clients \5 ¢ ¢

Active
Directory

View Persona Management
is enabled with an option in
View Agent installation

Figure 2: View Persona Management Architecture

ThinApp

ThinApp is an optional software component included with Horizon that creates virtualized applications. In

a Horizon implementation, these virtual packages reside on a ThinApp repository in a network share. As an
administrator, you can copy a full ThinApp package from the repository to the virtual desktop. You can also
place a shortcut on the virtual desktop that points to the ThinApp package on the repository. Applications on
remote desktops can be natively installed applications, ThinApp virtual applications, or shortcuts to ThinApp
virtual applications. You can permanently copy a ThinApp virtual application to a remote desktop or add a
shortcut that points to the virtual application on the ThinApp repository. As part of Horizon, ThinApp simplifies

repetitive administrative tasks and reduces storage needs for virtual desktops by maintaining applications
independent of the underlying OS.

WHITE PAPER / 11


http://www.vmware.com/files/pdf/view/VMware-View-Persona-Management-Deployment-Guide.pdf
http://www.vmware.com/files/pdf/view/VMware-View-Persona-Management-Deployment-Guide.pdf

Reviewer’s Guide for View in Horizon 6

Figure 3 shows the two possible deployment modes for ThinApp (local and streaming) and the location of the
ThinApp repository within the View architecture.

Streaming (network) deployment mode:
ThinApp virtual application streamed over the netwark from repository

| ThinApp package is registered to desktop, including shortcut on the desktop
ThinApp
Repository
Lacal deployment mode:
ThinApp virtual application permanently copied to desktop
( ™
View View
Horizon Security Connection
Clients ! Server ! Server !
Active
Directory

Figure 3: ThinApp Architecture in a Horizon with View Deployment

vCenter Operations Manager for Horizon

VMware vCenter Operations Manager for Horizon is an optional monitoring solution that extends the capability
of vCenter Operations Manager Enterprise to monitor and manage the health, capacity, and performance of
your View environments.

It consists of the following major components:

* An adapter that collects data from the desktop agents and sends it to vCenter Operations Manager
* A broker agent that collects View inventory information and sends it to the adapter

» Multiple desktop agents that collect desktop performance data and send it to the adapter

See also VMware vCenter Operations Manager for Horizon Documentation.

vSphere Platform

Designed for desktops, vSphere is a scalable platform for running virtual desktops and applications that offers
business-continuity and disaster-recovery capabilities to protect desktop data and availability without the
cost and complexity of traditional solutions. vSphere Desktop has all the key features of the VMware vSphere
Enterprise Plus Edition™.

Included in vSphere Desktop is VMware vShield Endpoint™, which offloads and centralizes antivirus and
antimalware solutions to a hardened security virtual machine. The VMware endpoint security APIs access

the file system to scan and remediate viruses, removing the need for agents in the guest operating system
and preventing antivirus storms from consuming CPU cycles during scanning or antivirus update activities.
Offloading antivirus functions provides enhanced security, because a malware attack often begins by disabling
antivirus agents. For more information, see VMware vSphere Documentation.
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vCenter Server

VMware vCenter Server™ is the central management hub for vSphere and provides control over and visibility
into clusters, hosts, virtual machines, storage, networking, and other critical elements of your virtual
infrastructure. VMware vCenter provides management capabilities for your Horizon infrastructure. For more
information, see VMware vCenter Server.

Hands-On Evaluation Exercises

This section provides hands-on exercises to help you evaluate the installation and use of your View instance.
The exercises cover the following topics:

* Installation Prerequisites

* Installing View Components

* Remote Desktop Session Host Configuration

» Configuring View

* Preparing Desktop Images for Linked-Clone Desktop Pool Deployment

* Preparing a Desktop Image for Full-Clone Desktop Pool Deployment

* Deploying View Desktops and Applications

* Entitling Users to View Desktops and Applications

* Connecting to View Desktops and Applications

The exercises are sequential and build upon one another, so make sure to complete each exercise in each
section before moving on to the next.

Installation Prerequisites

This section describes the prerequisites and hardware, server, and installation minimum requirements and
provides corresponding exercises to walk you through the installation of a basic View instance:

* Infrastructure Requirements

* Network Requirements

* Graphics Card

* Hardware Requirements

* Operating System Requirements

* Remote Desktop Session Host Requirements for App Remoting
* Create Virtual Machines for View Components

* Download the View Installer Files

* Complete the Prerequisite Worksheet

* Prepare ESXi Host for vSGA 3D Graphics (Optional)
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Infrastructure Requirements

View ships as Windows-server-based installers that you install on virtual machines residing on a vSphere
host. To take advantage of all the new features of this release, you must first install and configure vSphere
and vCenter Server Appliance™ on your host. For up-to-date compatibility information, see VMware Product
Interoperability Matrixes.

Make sure that your environment has the following prerequisites before your deploy View.

Active Directory Domain Controller

View integrates with your existing Microsoft Active Directory infrastructure. Active Directory is a Windows
service for authenticating and authorizing users and computers, applying and enforcing security policies,
installing and updating software, and more. View Connection Server joins to the existing Active Directory and
sets up a lightweight directory services instance for the storage of View configuration information.

Gather the information in Table 2 before proceeding.

VIEW CONFIGURATION INFORMATION

Server name of an Active Directory domain
controller in the environment

FQDN of an Active Directory domain controller in
the environment

Base DN username

Base DN password

Active Directory username with privileges to join
computers to the domain

Table 2: Active Directory Information for View Configuration

VMware vCenter Credentials
For a desktop deployment, you must connect to the vCenter host. Gather the information listed in Table 3.

VIEW CONNECTION SERVER CONFIGURATION INFORMATION

vCenter host name FQDN

vCenter port number

vCenter administrator username

vCenter administrator password

Table 3: View Connection Server Configuration Information

SSL Certificate

By default, View includes a self-signed certificate that can be used for testing purposes. For a production
environment, we recommend that you replace the self-signed certificate with an approved certificate signed by
a Certificate Authority.
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SQL Database
View Composer Server requires a SQL database to store the connections and components of linked-clone
desktops. Supported databases include:

* Microsoft SQL Server 2012 Standard or Enterprise SP1 (32- and 64-bit)

* Microsoft SQL Server 2012 Express (32- and 64-bit)

* Microsoft SQL Server 2008 Express R2 SP2 (64-bit)

* Microsoft SQL Server 2008 Standard or Enterprise R2 SP2 (32- and 64-bit)

» Microsoft SQL Server 2008 Standard, Enterprise, or Datacenter SP3 (32- and 64-bit)

* Oracle 10g Release 2 [10.2.0.4] Standard, Standard ONE, or Enterprise (32- and 64-bit)
* Oracle 11g Release 2 [11.2.0.3] Standard, Standard ONE, or Enterprise (32- and 64-bit)

Gather the database information in Table 4.

VIEW COMPOSER SERVER CONFIGURATION INFORMATION

IP Address for database

FQDN for database

Database instance name

Name of the newly created database specifically
for View Composer Server data

Name of the newly created database specifically
for View events data

Login credentials with database owner rights on
the database

Table 4: Database Information for View Composer Server

File and Print Server
View Persona Management and ThinApp require a network file server for the storage of roaming persona data
and ThinApp packages. Make sure that you have adequate storage allocated if you want to use these features.

Network Requirements
We recommend that you have at least 1Gbps network connectivity between all the required components and
desktops.
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Graphics Card

To use VSGA or vDGA from a View desktop, you must install a supported graphics card on your ESXi host.
You must also download the ESXi vSphere Installation Bundle (VIB) driver file for vSGA from NVIDIA or the
appropriate NVIDIA Windows drivers to use vDGA.

You get the ESXi 5.5 driver at http://www.nvidia.com/download/driverResults.aspx/69289/en-us.
The following GPUs are supported:

* NVIDIA Quadro 4000

« NVIDIA Quadro 5000

« NVIDIA Quadro 6000

NVIDIA GRID K1

NVIDIA GRID K2

« NVIDIA M2070Q

Additional cards may be supported in the future. Refer to NVIDIA for a full list of supported graphics cards.

This guide only covers how to deploy vSGA. To deploy VDGA, refer to the instructions in Graphics Acceleration
in VMware Horizon View Virtual Desktops. It is recommended that you follow all the exercises in the guide to
get your View environment fully configured before you set up a vDGA-enabled View desktop.

Remote Desktop Session Host Requirements for App Remoting

If you do not have an RDS host that is already configured, prepare a virtual desktop with Windows Server 2012
R2 installed and configure an RDS host using the Remote Desktop Session Host Configuration exercises. If you
already have an RDS host configured, then you use it when configuring App Remoting in subsequent exercises.

Hardware Requirements
Table 5 shows the minimum and recommended hardware requirements for View components.

COMPONENT VIRTUAL CPUs RAM

View Connection Server Minimum: 2 vCPUs Minimum: 4GB
Recommended: 4 vCPUs Recommended: 10GB

View Composer Server Minimum: 2 vCPUs Minimum: 4GB
Recommended: 4 vCPUs Recommended: 8GB

View security server Minimum: 2 vCPUs Minimum: 4GB
Recommended: 4 vCPUs Recommended: 10GB

Table 5: Hardware Requirements
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Operating System Requirements
Table 6 shows the operating system requirements for a View deployment.

OPERATING SYSTEM VERSION EDITION MINIMUM DISK SPACE
Windows Server 2008 R2 64-bit Standard and Enterprise 40GB
Windows Server 2008 R2 SP1 64-bit Standard and Enterprise 40GB
Windows Server 2012 R2 64-bit 40GB

Table 6: Operating System Requirements

Create Virtual Machines for View Components
You must create three virtual machines that meet the requirements listed in the previous tables, one for each
View component:

» View Connection Server
* View security server
* View Composer Server

For each virtual machine, gather the information listed in Table 7.

VIEW CONNECTION SERVER CONFIGURATION INFORMATION

Static IP Address configured

Virtual machine joined to the domain

Virtual machine host name FQDN in DNS with
reverse lookup records defined

Windows Firewall turned on

VIEW SECURITY SERVER CONFIGURATION INFORMATION

Static IP Address configured

Virtual machine joined to the domain (optional)

Virtual machine host name FQDN in DNS with
reverse lookup records defined

Windows Firewall turned on
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VIEW COMPOSER SERVER CONFIGURATION INFORMATION

Static IP Address configured

Virtual machine joined to the domain

Virtual machine host name FQDN in DNS with
reverse lookup records defined

Windows Firewall turned on (optional)

ODBC driver installed for your database

Table 7: Virtual Machine Information

Download the View Installer Files

The first step is to download the installation files and prepare them for installation. For the purposes of this
exercise, a utility is used to create an ISO image with all the installers on it. Alternatively, you can upload the
View installer files to a Network File Share that is accessible by the target virtual machines where you will install
your View components.

1. Verify that you have at least 700MB of space to download the installers.
2. Go to VMware Downloads, and download the following installers:
- View Connection Server (64-bit)
- View Composer Server
- View Agent (32-bit or 64-bit)
- View Agent Direct Connect (32-bit or 64-bit)
- View Client (32-bit or 64-bit)
When you have downloaded the installation files, proceed to the next exercise to gather component data.

Complete the Prerequisite Worksheet
Now that you have downloaded the View installer files, gather the data you need to set up your View instance.

1. Complete the component worksheet.

COMPONENT HOST NAME FQDN IP CREDENTIALS

View Connection Server

View security server

View Composer Server

vCenter Server Appliance

Table 8: Component Worksheet
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2. Complete the database worksheet.

DATABASE FQDN IP INSTANCE DATABASE CREDENTIALS
NAME NAME FOR USER WITH
DBO ACCESS:
USERNAME/
PASSWORD

View Composer Server
database

Table 9: Database Worksheet

After you have gathered the data to set up your View instance, prepare the ESXi host for vSGA 3D graphics if
you are using VSGA.

Prepare the ESXi Host for vSGA 3D Graphics (Optional)
This is an optional exercise if you plan on taking advantage of vSGA-enabled 3D graphics. You can complete the
rest of the exercises if you skip this exercise.

Before beginning, make sure that you have a graphics card physically installed on your ESXi host and that the
card is configured to work with your host. The VIB driver must be uploaded to a datastore accessible to your
ESXi host.

Important: Installing a VIB driver and configuring the device requires that you reboot the ESXi host.
1. Upload the ESXi VIB driver file for your video card to a datastore on your ESXi host.

2. Prepare your host for the VIB installation and ESXi host reboot, and gracefully shut down all virtual
machines and place the host in maintenance mode.

3. Use SSH to access your ESXi host console, and run the following command:

esxcli software vib install -v /vmfs/volumes/datastore/NVIDIA-VMware-
XXXXXXXXX.x86 64.vib

When the installation of the VIB has completed, the results are displayed.
Installation Result
Message: Host is changed.
Reboot Required: true

VIBs Installed: NVIDIA bootbank NVIDIA-VMware ESXi™ 5.1 Host
Driver 304.59-10EM.510.0.0.802205

VIBs Removed:
VIBs Skipped:

Note: For additional information on installing ESXi VIB drivers, see Installing async drivers on ESXi™ 5.x.
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4. Run the following command to verify that the VIB was installed.

esxcli software vib list

805, bt o ssh 121533, o
~ # esxcli software vib list

Name Version Vendor Acceptance Level Install Date
NVIDIA-VMware_ESXi_5.1_Host_Driver 304.59-10EM.510.0.0.802205 NVIDIA WMwareAccepted 2013-82-13

ata-pata-amd 0.3.18-3vaw. 51 s VMware VMwareCertified 2013-82-04
ata-pata-atiixp VMware VMwareCertified 2

ata-pata-cmd6dx
ata-pata-hpt3x2n
ata-pata-pdc2027x
ata-pata-serverworks [}
ata-pata-sil680 [}
ata-pata-via [}
block=cciss 3
ehci-ehci-hcd 1.
esx-base 5.
esx=-dvfilter-generic=fastpath 5
esx-tboot 5
esx=xlibs 5
esx-xserver 8
ima-qladxxx 2
ipmi-ipai-devintf 39.
3
3
1
5.
4
2
1
1
8
1
1
0.

VMware VMwareCertified
VMware WMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware WMwareCertified
4 ] VMware WMwareCertified 2013-02-94
viw,510.0.0.799733 VMware VMwareCertified 2013-82-94
-@.5.838463 VMware WMwareCertified 2013-22-94

VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified
VMware VMwareCertified 2013-82-04

ipmi-ipmi-msghandler
ipmi-ipmi-si-drv

misc-cnic-register 1 VMware VMwareCertified 2013-02-04
misc-drivers 1. VMware VMwareCertified 2013-02-94
net-be2net a1 VMware VMwareCertified 2013-82-04
net-bnx2 .0, VMware VMwareCertified 2013-22-04
net-bnx2x .61, VMware VMwareCertified 2013-92-04
net-cnic +10. VMware WMwareCertified 2013-02-94
net-e1000 al VMware VMwareCertified
net-e1000e o1 VMware VMwareCertified
net-enic -4 VMware VMwareCertified
61~

net-forcedeth VMware VMwareCertified

5. Note the name of the VIB module. You need it later to verify that this driver loaded successfully.

6. Follow proper vSphere shutdown procedures, and then reboot your ESXi host from one of the following:
» vSphere Client
* Command line by typing reboot

Important: Do not reboot until you have followed proper vSphere shutdown procedures. After rebooting
ESXi, connect to your host with the vSphere Client and initiate proper virtual machine power-on
procedures to return your environment to the previous state.

7. When your host has powered back on, use SSH to access the ESXi console
8. Run the following command to verify that the driver modules can load successfully.
Esxcli system module load -module nameofmodule

For the further instructions or troubleshooting for configuring vSGA, see the Graphics Acceleration in VMware
Horizon View Virtual Desktops guide.

You have completed the initial prerequisite exercises. You are now ready to install View.

Installing View Components

This section provides hands-on exercises to help you evaluate the installation process of the View components.
* Install View Connection Server

* Install a View security server

* Install View Composer Server

The exercises are sequential and build on one another, so make sure to complete each exercise in this section
before going to the next.
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Install View Connection Server
View Connection Server streamlines the management, provisioning, and deployment of virtual desktops. As an
administrator, you can centrally manage thousands of virtual desktops from a single console.

1. Login to the virtual machine that you prepared as the target for installing View Connection Server.
The virtual machine must meet the requirements detailed in the Installation Prerequisites.

2. Verify that the 64-bit View Connection Server installer is accessible by the operating system of the target
virtual machine.

3. Launch and load the View Connection Server installer.

VMware Horizon

View Connection Server

== W i‘j’w'ﬂmnm“mw Serverfor natalation.

Welcome to the Installation Wizard for
VMware Horizon View Connection Server

The installation wizard will install VMware Horizon View
Connection Server on your computer. To continue, dick Next.

VMware Horlzon

- : Copyright () 1998-2014 VMware, Inc. All rights reserved, This
View Connection Dr?)?jtcgt is E)r)utected by U.5. and Jilnizmatinr?ﬁl copyright and
Server intellectual property laws, VMware products are covered by
one or more patents listed at

http://www.vmware. com/go/fpatents.

Product version: 6.0.0-1832377 x64 < Back ‘ Next> | | Cancel
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5. Review the license agreement, accept the terms and conditions, and then click Next.

License Agreement
Flease read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTVARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING
THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE
BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA"). IF
VAl I NN NNT ARREE TN THE TERMS NE THIQ E1H 4 VNILLMLIST NNT

(®) [ accept the terms in the license agreement
(0 1 do not accept the terms in the license agreement

6. Choose where you want to install View Connection Server, and then click Next.

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

Install VMware Horizon View Connection Server to:
C:\Program Files\VMware\VMware View\Server

WHITE PAPER / 22



Reviewer’s Guide for View in Horizon 6

7. Select View Standard Server, select the Install HTML Access option, and then click Next.
15

Iiolopuus
Select the type of View Connection Server instance you want to install,

Select the type of View Connection Server instance you want to install,

Perform a standard full install. This is used to install a standalone instance of View
Connection Server or the first instance of a group of servers.

8. Create a password to protect data backups, and then click Next.

Data Recovery
Enter data recovery password details.

This password protects data backups of your View Connection Server, Recovering a backup wil
require entry of this password.

Enter data recovery password: || sssssssse

Re-enter password: || serennene

Enter password reminder {(optional): Im
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Choose whether to configure Windows Firewall automatically, and then click Next.

Automatically configure the Windows Firewall to allow incoming TCP protocol
connections.

In order for View Connection Server to operate on a network, spedfic incoming TCP ports
must be allowed through the local Windows Firewall service, The incoming TCP perts for
the Standard Server are 8009 (AJP13), 80 (HTTP), 443 (HTTPS), 4001 (IMS), 4100
(JMSIR), 4172 (PColP), 8472 (Inter-pod API), and 8443 (HTML Access). UDP packets on
port 4172 (PColP) are allowed through as well,

(®) Configure Windows Firewall automatically
() Do not configure Windows Firewall

10.

Note: The Windows Firewall ports are required for View Connection Server to function correctly. For

the purposes of this exercise, Configure Windows Firewall automatically is selected, but if you want to
configure the ports manually, make sure to complete the required port configuration before proceeding to
the next step.

Select which administrators group or specific administrator user you want to authorize to manage View
Connection Server, and then click Next.

Initial View Administrators
Specify the domain user or group for initial View administration.

To login to View Administrator, you will need to be authorized. Select the local Administrators
group oplion or enter the name of a domain user or group that will be initially allowed to login and
will be granted full admistrative rights.

The kst of authorired administrator users and groups can be changed later in View Administrator.

(® Authorize the local Administrators group

O Authorize a spedific domain user or domain group

{domainname \username, domainname\groupname or UPN format)
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11. Choose whether to participate anonymously in the User Experience Improvement Program, and if so,
select your answers from the drop-down menus, and then click Next.

Basic Customer Demographics

is constantly trying to improve the user experience of our products. You can
help us in this effort by agreeing to send product usage statistics. This data is
completely anonymous, and is restricted to product usage metrics. For more detads
about it visit the VMware user experience improvement web page by diding the "..."
button,

[V] Participate anonymously in the user experience improvement program

Select your organization industry type: I

Select location of your organization's headquarter: [

Select approximate number of employees:

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Connection Server will be installed in:

C:\Program Files\VMware \VMware View\Server|

Click Install to begin the installation or Cancel to exit the wizard,
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You can monitor your installation status as it progresses.

Installing VMware Horizon View Connection Server
The program features you selected are being installed.

Please wait while the installer installs VMware Horizon View Connection
Server, This may take several minutes.
Status:
Adding AD LDS server role

[ coxel |

13. When the Installer Completed window appears, indicate whether to open the readme file, and then click
Finish to close the View Connection Server installer.

Installer Completed

The installer has successfully installed VMware Horizon View
Connection Server. Click Finish to exit the wizard,

Next Steps:

[#] Show the readme file

VMware Horizon

View Connection
Server

Product version: 6.0.0-1832377 x64 <Back | Finish | Cancel

You have now completed installing View Connection Server and can proceed to the next exercise to install a
View security server.

WHITE PAPER / 26



Reviewer’s Guide for View in Horizon 6

Install a View Security Server

A View security server is an instance of View Connection Server that adds an additional layer of security
between the Internet and your internal network. Security servers ensure that the only remote desktop traffic
that can enter the corporate data center is traffic on behalf of a strongly authenticated user.

1. Login to the virtual machine that you prepared as the target for installing View Security Server.
The virtual machine must meet the requirements detailed in the Installation Prerequisites.

2. Verify that the 64-bit View Connection Server installer is accessible by the operating system of the target
virtual machine.

3. Launch and load the View Connection Server installer in the virtual machine.

Note: The View security server is an installation option within the View Connection Server installer.

VMware Horizon
View Connection Server

_—'f Prepamg VMhsse Hostzon Wew Comnecbon Server e rtalation,

Welcome to the Installation Wizard for
VMware Horizon View Connection Server

The installation wizard will install VMware Horizon View
Connection Server on your computer, To continue, dick Next,

VMware Horizon

- Copyright (c) 1998-2014 VMware, Inc. All rights reserved. This
View Connection product is protected by U.S. and international copyright and
Server intellectual property laws. VMware products are covered by
one or more patents listed at
http: /fwwew. vmware .com/go/patents.

Product version: 6.0.0-1832377 x64

WHITE PAPER / 27



Reviewer’s Guide for View in Horizon 6

5. Review the license agreement, accept the terms and conditions, and then click Next.

License Agreement
Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
'GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERM S THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING
'THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE
BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA"). IF |

VOULIL DD MAT ACRPEE TN THE TERMS NE THIS FLILA YO L MILIST MOT

@) I accept the terms in the license agreement
(0 1 do not accept the terms in the license agreement

6. Choose where to install the View security server, and then click Next.

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

" Install VMware Horizon View Connection Server to:
C:\Program Files\VMware\VMware View\Server\
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7. Select View Security Server, and then click Next.

Installation Options
Select the type of View Connection Server instance you want to install,

Select the type of View Connection Server instance you want to install,
|View Standard Server
Perform an install of just the security server components. This is typically used on servers in

a DMZ to run an appropriate subset of the full View Connection Server functionality. A
Security Server instance must be able to connect to a standard or replica instance server.

8. In the Server text box, type the FQDN of the View Connection Server installed in Install View Connection
Server to pair to the View security server, and then click Next.

Paired Horizon View Connection Server
Select a Horizon View Connection Server that this instance will talk to.

A Horizon View Security Server is paired with an existing instance of a Horizon View Connection
Server. Enter the server name of any existing Horizon View Connection Server instance.

Example server: view.internal.vmware.com.

Server:
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9. To enter the pairing password for the View security server to the View Connection Server, you must go to
the View Administrator console to create a one-time password for this session.

https://<fgdn-of-view-connection-server>/admin, where fgdn-of-view-connection-
server is the fully qualified domain name or the IP address of the View Connection Server.

Paired Horizon View Connection Server Password
Enter a password to pair with the Horizon View Connection Server,

A password is required to pair this Security Server with a Connection Server.
First spedify the Pairing Password for the Connection Server in View Administrator.
This password is set in View Administrator in “View Configuration™ > "Servers”. Select the

specified Connection Server and go to "More Commands” > "Specify Security Server Pairing
Password".

| <Back | Next> || cancel |

10. Log in to the View Administrator console using the credentials you established in Install View Connection
Server.
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11. In the left menu of the View Administrator console, under View Configuration, click Servers. In the Servers
window, select the Connection Servers tab.

VMware Horizon View Administrator

fularme.

VCuRtar Servers  Securfy Sevens  Connection Servers

* More Commands
Versies  PCMP Becw.. Sl tamags

60.0-1650960  Teamabed Erabled  Secuce unnel Cehecten, SWAT (I SmEnTates

12. Click the View Connection Server that you installed in Install View Connection Server, and then from the
More Commands drop-down menu, select Specify Security Server Pairing Password.

VMware Horizon Vie ministrator About | Help | Logout (Administrator)

Servers.

vCenter Servers  Security Servers  Connection Servers

Dissble | | Edx.. || Backup Mow... | | x More Commands
. Specfy Security Server Pairing Password...
11 Connection Server Version  PCoIR Last Backup
DEMO-VIEW 6.0.0-1832377  Instabed Erabled | Secure tunnel conmection, Smart
Inventory
£ Dashooard
& users snd Groups
» Catalog
v Resaurces
G rarms
1 Machines
2 Persistent Disks

et Licanbing and Usage
Global Sattings

Rogisterad Machines
Administrators

ThinApp Configuratian
Event Configuration
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13. Specify a pairing password and a timeout value, and then click OK.

Note: The security server pairing password is a one-time password that permits a security server to be
paired with a View Connection Server instance. As a security measure, the password becomes invalid after
you provide it to the View Connection Server installation program.

This passurcrd i & 004-Lima Datword that aliows & MLty Mrver 1 be paired
Wt i It et
5 made for pasnng.

wil veiua

o,

A Ths view
between the DEMC-VIEW View Connection Server and the security server.

wbad for paring the Connedion Berver 16 the Securty Sarver.

Fhease ensure the Windows Firmwal for the active profie on the DEMO-
VIEW ConPaction Sarver is hurmed n befirs contiesing. You can tum the
ot t

When you finish setting the pairing password, stay logged in to the View Administrator console because
you need to return to it to verify the security server installation.

14. In the virtual machine where you are installing the View security server, enter the security server pairing
password, and then click Next.

Paired Horizon View Connection Server Password
Enter a password to pair with the Horizon View Connection Server,

A password is required to pair this Security Server with a Connection Server.
First specify the Pairing Password for the Connection Server in View Administrator.
This password is set in View Administrator in "View Configuration” > "Servers”, Select the

spedified Connection Server and go to "More Commands” > "Specify Security Server Pairing
Password”.

Note: This step initiates the pairing process, which can take a few minutes to complete.
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15. In the View Security Server Configuration dialog box, accept the default values for the external URLs or
modify them, and then click Next.
Note: The PColP External URL must contain an IP address and not a FQDN. You can change these values
later in the View Administrator console.

View Security Server Configuration
Specify Security Server settings.

Enter the External URLS for this Security Server,

The External URLs spedified are used by View Clients to establish connections to this Security
Server for the secure tunnel, PColP and Blast protocols respectively. The URL names and IP
addresses must not be load balanced.

Note that the hostnames must be resolvable by the View Client and the PColP External URL must

Firewall Configuration
Automatically configure the Windows Firewal to allow incoming TCP protocol
connections.

In order for View Connection Server to operate on a network, specific incoming TCP ports
must be allowed through the local Windows Firewall service. The incoming TCP ports for
the Security Server are 80 (HTTP), and 443 (HTTPS). If the Security Server runs on a
Windows Server 2008 R2 then the incoming TCP and UDP packets on port 4172 are allowed

through as well.

(®) Configure Windows Firewall
() Do not configure Windows Firewall

Note: The Windows Firewall ports are required for the View security server to function correctly. For the
purposes of this exercise, Configure Windows Firewall automatically was selected. If you want to configure
the ports manually, complete the port configuration required before going to the next step.
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17. Click Install to complete the installation.

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Connection Server will be installed in:

C:\Program Files\VMware \VMware View\Server\

Click Install to begin the installation or Cancel to exit the wizard.

You can monitor the installation as it progresses.

Installing VMware Horizon View Connection Server
The program features you selected are being installed.

Please wait while the installer installs VMware Horizon View Connection
Server. This may take several minutes.

Status:
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18. When the Installer Completed window appears, indicate whether to automatically open the readme file,
and then click Finish to close the installer.

Installer Completed

The installer has successfully installed VMware Horizon View
Connection Server. Click Finish to exit the wizard.

Next Steps:

[#] Show the readme file

VMware Horlzon

View Connection
Server

Product version: 6.0.0-1832377 x64 Finish | | Cancel

19. To verify the View security server installation and pairing, go to the View Administrator console. Under
View Configuration > Server, click the Security Servers tab. Verify the host name of the View security
server and the host name of the View Connection Server that it is paired to.

VMware Horizon View Administrator About | Help | Logout (Administrator)

Updated /2314, 11:26 AM Servers
Sessions
Problem vCenter VMs
Protlemn RDS Hests:
Events QoA fot. | [» Mora Commands |
Syster Health [l @ (=
121

vCenter Servers | Security Servers | Connection Servers

o Security Server
6.0.0-1832377 tnsiiea
Inventory

R Dashboard

& Users and Groups

Servers
Product Licansing and Usage
Glabal Settings

Registered Machines

Adeinistrators.
ThinApg Configuration
Evant Configuration

You have now completed installing the View security server and pairing it to the View Connection Server. You
can now proceed to the next exercise and install the View Composer Server.
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Install View Composer Server
View Composer Server is an optional service that enables you to manage pools of “like” desktops, called linked-
clone desktops. Linked-clone desktop images can optimize your use of storage space and facilitate updates.

1. Login to the virtual machine that you prepared as the target for installing View Composer Server.

Verify that the virtual machine meets the prerequisites listed in Installation Prerequisites and that the
appropriate native SQL driver is installed for your database.

2. Verify that the 64-bit VMware View Composer Server installer is accessible by the operating system of the
target virtual machine.

3. Launch and load the View Composer Server installer, and then click Next.

Welcome to the Installation Wizard for
VMware Horizon View Composer

The installation wizard will install VMware Horizon View
Composer on your computer. To continue, dick Next.

VMware / Copyright © 1998-2012 VMware, Inc. All rights reserved. This

Corﬂposer productisprohect-dbv U.5. and international copyright and
intellectual property laws. VMware products are covered by
one or more patents listed at

EIPCole” http:/fwww.vmware.com/go/patents.

| <Bak |[ Next> |[ cancel |

4. Review the license agreement, accept the terms and conditions, and then click Next.

License Agreement
Please read the following license agreement carefully.

VMWARE, INC. ~
BETA LICENSE AGREEMENT |

Note: BY CLICKING “I AGREE,” ACCESSING, DOWNLOADING, INSTALLING,
[UPLOADING, COPYING OR USING THE BETA SOFTWARE, YOU CONCLUDE

AND AGREE TO THIS BETA LICENSE AGREEMENT (“AGREEMENT") INA
LEGALLY BINDING MANNER WITH VMWARE, INC., 3401 HILLVIEW AVENUE,
PALO ALTO, CA 94304, USA (“VMware™). IF YOU HAVE SPECIFIED IN
CONNECTION WITH THE REGISTRATION PROCESS FOR THIS SOFTWARE

BETA TEST PROGRAM THAT YOU ARE ACTING ON BEHALF OF A COMPANY

OR OTHER ORGANIZATION, YOU REPRESENT THAT YOU ARE AUTHORIZED |V

@[mthmhmmwmt
(O I do not accept the terms in the license agreement

InstaliShield

[ <Back || Next> ||
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5. Choose where you want to install the View Composer Server, and then click Next.

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

G Install VMware Horizon View Composer to:

C:\Program Files (x86)\VMware\VMware View Composer\

6. Click ODBC DSN Setup to establish a new Data Source Name to define the connection between View
Composer Server and your database.

Database Information
Enter additional database configuration information,

Enter the Data Source Name (DSN) for the VMware Horizon View Composer database. To set
up the DSN dick the ODBC Setup button.

| [ ooecpsNSetwp... |

Enter the username that you entered in the ODBC Data Source Administrator.

I

Enter the password for this database connection.
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7. In the ODBC Data Source Administrator dialog box, click the System DSN tab, and then click Add.

User DSN | System DSN | Fie DSN | Drivers | Trecing | Connection Pooling | About |
System Data Sources:
[. Remove ]

An ODBC System data source stores information about how to connect to the indicated data provider.
Elg A System data source is visible to all users on this machine, including NT services.

o] [Cemod ] [ oo | [Hob ]

8. Select the driver for your database, and then click Finish. For the purposes of this exercise, SQL Server
Native Client 11.0 was selected.

=~ ODBC Data Source Administrator (64-bit) [ x|
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9. In the Create a New Data Source to SQL Server dialog box, type the required information for your data
source, and then click Next.

This wizard will help you create an ODBC data source that you can use to connect to
SQL Server.

What name do you want to use to refer to the data source?
Name: [5 E

How do you want to describe the data source?
Description: [SQL Server 2012 \

Which SQL Server do you want to connect to?

a. Name: Unigue name that refers to the data source you are connecting to

b. Description: Optional

c. Server: Address of your SQL Server in the format FQDN/SQLInstanceName Orf IP/
SQLInstanceName.

10. Enter the SQL Server login ID and password, and then click Next.

How should SQL Server verfy the authenticity of the login ID?

s O Wih Integrated Windows authentication.

SPN (Optional) | ‘

©MhSQLSmummMQabﬁ1IDmdwudmbyihe
user.

Login ID:[sa \
Pmnud:[uuouu [

<Back || MNet> | [ Cancel | [ Hep |
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11. Select the Change the default database check box, and from the drop-down menu, select the database
you created for View Composer Server data, and then click Next.

SPN for mirror server (Optional):

[] Attach database fiename:

| ]
[ Use ANSI quoted identifiers.
[ Use ANSI nulls, paddings and wamings.
Application intent:

|READWRITE v
(] Muti-subnet failover.

[ <Back || Nea> || Cancel | [ Heb |

12. Additional database options are available, but are not required for the View Composer Server database.
After selecting the options you want, click Finish.

. cemsNwbmsarosasewr  EH

P [ Change the language of SQL Sarver system messages to:
m\:_ = | Defaut) v]
[] Use strong encryption for data
[¥] Peform translation for character data
[[] Save long running queries to the log file:
[C:\Users \ADMINI™ 1\App Data\Local\ Temp\1\QUEI| | Browse... |
Long query time {miliseconds): 30000 ]

L] o EXNC e A M o
[C:\Users\ADMINI~T\AppData\Local\Temp\1\STAT| Browse.. |

[[<Back || Fnish || Cancel | [ Hep |
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13. When the summary of DSN options displays, click Test Data Source to verify the connection to the
database.

Anew ODBC data source will be created with the following configuration:

Microsoft SQL Server Native Client Version 11.00.2100

Data Source Name: sql
Data Source Description: SQL Server 2012
-

M.ibhAdi‘veRadSeMMAHS) No
Tra\ddeCh&adedea Yes

Use Regional Settings: No
Use ANSI Quoted Identifiers: Yes
Use ANSI Null, Paddings and Wamings: Yes

[| ok || Cancel

14. Verify that the test completed successfully.

Test Results
Microsoft SQL Server Native Client Version 10.50.2500 |A
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

« |f your connection test completed successfully, click OK to continue.

* |f your connection test was unsuccessful, click OK and then Cancel in the next window to go back
and change the parameters in the previous windows, and retest until the test results are successful.
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15. Click OK to add the System DSN to your ODBC Data Source Administrator List.

Anew ODBC data source will be created with the following configuration:

Microsoft SQL Server Native Client Version 11.00.2100 | A

Data Source Name: sql

Data Source Description: SQL Server 2012
Use Integrated Security: No
Database: VCOMP

Language: (Default)

Data ion: No

Trust Server Certificate: No

Multiple Active Result Sets(MARS): No
Mimmor Server:

Translate Character Data: Yes

Log Long Running Queries: No

Driver Statistics: No

Log
Use
Use
Use

|[ ok

16. When the System DSN tab displays the System Data Sources, select the new System DSN name, and then

click OK.

User DSN | System DSN | Fie DSN | Drivers | Tracing | Connection Pooling | About |

System Data Sources:

Name Platform = Driver
Bl  stbt  SQL Server Native Clent 10.0

An ODBC System data source stores information about how to connect to the indicated data provider.
A System data source is visible to all users of this computer, including NT senvices.
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17. After the System DSN is created and the Setup Wizard brings you back to the View Composer Server
installer, type the System DSN name, username, and password, and then click Next.

Database Information
Enter additional database configuration information.

Enter the Data Source Name (DSN) for the VMware Horizon View Composer database. To set
up the DSN dick the ODBC Setup button.

Jsql | opecDsnsetp... |

Enter the username that you entered in the ODBC Data Source Administrator,

=

Enter the password for this database connection.

18. Specify a SOAP port for View Composer Server communication by either accepting the default value or
entering a preferred port, and then click Next.

VMware Horizon View Composer Port Settings
Enter the connection information for the VMware Horizon View Composer,

Spedfy the web access port and security settings for ViMware Horizon View C

sorpport:  [EEEE

SS5L Certificate: No SSL certificates were found on your machine.
A default SSL certificate will be created for you.
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19. Review or modify your selections by clicking Back, and when you are ready to proceed, click Install.

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Composer will be installed in:
C:'Program Files (x86)\VMware \VMware View Composer\

If you want to review or change any of your installation settings, dick Back. Click Install to
begin the installation or Cancel to exit the wizard.

You can monitor the installation progress.

20. When the Installer Completed window appears, click Finish.

Installer Completed

The installer has successfully installed VMware Horizon View
Compaser, Click Finish to exit the wizard.
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21. To finalize the installation, click Yes to reboot the virtual machine.

You must restart your system for the configuration
changes made to VMware Horizon View Composer to take
effect. Click Yes to restart now or No if you plan to restart

later.

Ly | [w ]

You are now ready proceed to set up a RDS host to use for application and desktop remoting.

Remote Desktop Session Host Configuration

After installing the View components, you can set up an RDS host. The host is required for setting up RDS
desktop and application pools. If you have an existing RDS host that is already configured, you can skip these
exercises and proceed to Configuring View. This section contains the following exercises:

» Set Up a RDS Host on Windows Server 2012 R2
* Install View Agent on an RDS Host

Set Up a RDS Host on Windows Server 2012 R2
1. Login as the administrator to the virtual machine that you prepared as your target RDS host and start the
Server Manager tool.

2. Click Add roles and features.

I < o ScRA WAcen

l Local Server

e _
|
I.

W§ File and Storage Services b
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers totak 1

° Configure this local server

2 Add roles and features
3 Add other servers to manage

4 Create a server group

L] ;i:::smuge 1] B Local Server 1
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
' h ¢ 4 m [ T s
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3. To start the Add Roles and Features Wizard, click Next.

Before you begin

_ This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.,

Server Selection
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security upd: from Wind: Update are i lled

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

4. To install the RDS role to your server, select Role-based or feature-based installation, and then click Next.

Select installation type
Before You Bagin Sefec! the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O R p Services
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

ot [T
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5. Select where to add the role. Because you are installing this role on the server on which you are running
the wizard, choose Select a server from the server pool, click the name of the server you are logged in to,
and then click Next.

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @ Select a server from the server pool
O Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
«collection is still incomplete are not shown.

ot | [T Coneel|

6. In the Roles list, select Remote Desktop Services and click Next.

Select server roles DESTINATION SERVER

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection | s : ; Remote Desktop Services enables
[[] Active Directory Certificate Services SR 1 desktops,

D Active Directory Domain Services session-based desktops, and

Femss [ Active Directory Federation Services RemoteApp programs. Use the
Remote Desktop Services O Amve D..,,m,,.)|I nghl\wight Directory Services :rz;gﬁkmm&;w:‘izﬁhﬁon
Role Services (] Active Directory Rights Management Services based or a Session-based desktop

[] Application Server deployment.

[] DHCP Server

] DNS Server

[[] Fax Server

[®] File and Storage Services (1 of 12 installed)

] Hyper-v

[] Network Policy and Access Services

[C] Print and Document Services

[] Remote Access

ot [T
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7. On the Select Features page, accept the default features by clicking Next.

Select features

Before You Bagin
installation Type
Server Selection
Server Roles

Remote Deskiop Services

Role Services

Select one or more features to install on the selected server.

I» [®] .NET Framework 4.5 Features (2 of 7 installed)
b [C] Background Intelligent Transfer Service (BITS)

[[] BitLecker Drive Encryption
[ BitLocker Network Unlock
[[] BranchCache
[ Client for NFS

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of

biseh
[] Data Center Bridging e

[] Direct Play

[[] Enhanced Storage

[[] Failover Clustering

[C] Group Policy Management
[C] 1S Hostable Web Core

[ Ink and Handwriting Services

e [

Remote Desktop Services

Remote DesldnpSemmpmwdeﬁ mhmlagncﬂha‘lenable users to connect to virtual desktops,
, and With Remote Desktop Services, users can access
from within a or from the Internet.

Before You Begin
Installation Type remaote
Server Selection

Server Roles

PP prog

Features

Role Services

ot [
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9. In the Role services list, click Remote Desktop Session Host.

Select role services

Before You Bagin Select the role services to install for Remote Desktop Services

Installation Type Role services Description

Server Selection i
D Remote Desktop Connection Broker Remote Desktop Session Host (RD
Server Roles Session Host) enables a server to
= [J Remote Desktop Gateway host RemoteApp programs or
Features [] Remote Desktop Licensing session-based desktops. Users can
Remote Desktop Services lem: 5 _°°n"“l _to RL?“FM Host
e, = - in a session lection to run
[C] Remote Desktop Virtualization Host programs, save files, and use
[J Remote Desktop Web Access resources on those servers, Users
can access an RD Session Host
server by using the Remote Desktop
Connection client or by using
RemoteApp programs.

Add features that are required for Remote Desktop
Session Host?

You cannot install Remote Desktop Session Host unless the
following role services or features are also installed.

Media Foundation
4 Remote Server Administration Tools
4 Role Administration Tools
4 Remote Desktop Services Tools
[Tools] Remote Desktop Licensing Diagnoser Tools

[ Include management tools (if applicable)

| Add Features | | Cancel |
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11. The Select role services page appears again with Remote Desktop Session Host highlighted. Click Next.

Select role services

Before You Begin Select the role services to install for Remote Desktop Services

Installation Type Role services Description

SSier Srediod [] Remete Decktop Connection Broker ::sm.ote Desktop Session Host (R}
Server Roles sion Host) enables a server to
[J Remote Desktop Gateway host RemoteApp programs or
Features [] Remote Desktop Licensing session-based desktops. Users can
Remaote Desktop Services 5 connect to RD Session Host servers

. in a session collection to run
programs, save files, and use
Confirmation [J Remote Desktop Web Access resources on those servers. Users
can access an RD Session Host
server by using the Remote Desktop
Connection client or by using
Remotedpp programs.

12. Review your selections, and then click Install. To make changes, click Previous.

Confirm installation selections

Before You Bagin To install the following roles, role services, or features on selected server, click Install.

Installation Type [C] Restart the destination server ically if required
Server Selection Optional (such as tools) might be displayed on this page because they have
< Rol been selected automatically. If you do not want to install these optional features, click Previous to clear
TVEL P their check boxes.
Features :
1 - .
Remote Desktop Services | Media Foundation
Remote Desktop Services
Remote Desktop Session Host
Remate Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Diagnoser Tools

Role Services

Export configuration settings
Specify an alternate source path
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13. You can monitor the installation progress. When the installation is complete, you are prompted to manually
reboot the system.

B Add Roles and Features Wizard. [=To .

DESTINATION SERVER

Installation progress

View installation progress

J,, Feature installation

. You must restart the destinatior

Media Foundation
Remote Desktop Services
Remote Desktop Session Host

Remote Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Di Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

14. Do not turn off your computer while the system is completing the installation.

B Windows Server2012R2
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15. When the installation is finished, log in to your system as administrator and launch the Server Manager to
confirm that your installation has completed successfully. The Remote Desktop Services role now appears
the Server Manager dashboard.

Note: Be sure to properly license your host. See the article on RD Session Host Licensing at http://technet.
microsoft.com/en-us/library/cc754487.aspx.

WELCOME TO SERVER MANAGER

B Al servers
B§ File and Storage Services b
® remote Desktop Services b

o Configure this local server

2 Add roles and features
3 Add other servers to manage

4 Create a server group

Hide

ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers totat 1

P File and Storage i . ® Remote Desktop 4

Services Services
(® Manageability @ Manageability
Events Events
Performance Services
BPA results Performance R

BPA results

You have successfully configured your RDS host. The next step is to install View Agent on the RDS host.
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Install View Agent on an RDS Host

You must install the View Agent service on all virtual machines managed by vCenter Server so that View
Connection Server can communicate with them. View Agent also provides features such as connection
monitoring, virtual printing, persona management, and access to locally connected USB devices.

1. Launch the VMware View Agent installer with the Run As Administrator option. You must be able to
access the installer from your virtual machine.

VMware Horizon

View Agent

Vhiwasa Prodictietallaiio
=24 Preparing VMware Horzon View Agent'for installation

View Agent

Welcome to the Installation Wizard for
VMware Horizon View Agent

The installation wizard will install VvMware Horizon View Agent
on your computer. To continue, dick Next.

VMware Horizon Copyright © 1998-2014 VMware, Inc. All rights reserved. This
: product is protected by U.5, and international copyright and
View Agent intellectual property laws. VMware products are covered by

one or more patents listed at
http:/fwww.vmware.com/gofpatents.

EIPC

Product version: 6.0.0-1834129 x64 < Back | Next > ‘ | Cancel
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3. Read the license agreement, accept the terms and conditions, and click Next.

License Agreement
Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT [~]

M

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING
THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE
BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA"). IF
VOLINDNAMNT ARPREE TOTHE TERMS NE THIS ELIL A VOULLMILIQT NAT

(®) I accept the terms in the license agreement

(O I do not accept the terms in the license agreement

4. The Custom Setup window lists the features that you can install for View Agent. You can use the default
settings. Choose where to install View Agent, and then click Next.

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

E| VMware Horizon View Agent

i &5 = | wCenter Operations Manag

Feature Description
VMware Horizon View Agent

This feature requires 214MB on your hard
drive. It has 1of 1 subfeatures selected.
The subfeatures require 23MB on your

hard drive.
<] n [ [>]
Install to:
C:\Program Files\VMware\VMware View\Agent)
[ neb [[ spce [[ <Bak | Net> [[ concel ]
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5. Register the RDS host with your View Connection Server.
a. In the Server text box, enter the View Connection Server host name.

b. Select an authentication method. If you select Specify administrator credentials, enter the
user name and password.

c. Click Next.

Register with Horizon View Connection Server
Enter the Horizon View Connection Server that this machine will connect to.

Enter the server name of a Horizon View Connection Server (standard or replica instance) and
administrator login credentials to register this machine with the Horizon View Connection Server,

Idmao-view (hostname or IP address)

Authentication: () authenticate as the currently logged on user
(®) Specify administrator credentials

Username: p@‘lﬁm\ﬁdﬁislnmr

Password: Il ssesssese

6. Toinstall View Agent, click Install.

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Agent will be installed in:
C:\Program Files\VMware \VMware View\Agent\
Click Install to begin the installation or Cancel to exit the wizard.
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7. Monitor your installation status as it progresses.

Installing VMware Horizon View Agent
The program features you selected are being installed.

Please wait while the installer installs VMware Horizon View Agent. This may
take several minutes.

Status:
Removing shortcuts

8. The Installer Completed window appears when the installation is finished. Click Finish to close the View
Agent installer.

Installer Completed

The installer has successfully installed VMware Horizon View
Agent. Click Finish to exit the wizard.

VMware Horizo

Agent

EIPCol
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9. To complete the installation, you must restart the operating system. Click Yes to initiate the restart.

You must restart your system for the configuration
changes made to VMware Horizon View Agent to take
effect. Click Yes to restart now or No if you plan to
restart later.

—m— R ——

You have now completed installing the RDS Host. The next series of exercises walks you through configuring
View.

Configure Group Policy Setting fro RDS Host Sessions

After we have deployed and confugured our Remote Sessions Host, we must configure user security and access
setting for Remote Desktop Session services. We will define these settings as Group Policy Objects.

1. First we will create an Organizational Unit (OU) for oru RDS Hosts. Log in as the Administrator to your
Active Directory Users and Computers and highlight the domain.

File Action View Hep

e nmodcE Hm teaTEk

= Aetive Dirsctory Users and Computers [lab]| Name Type Description

b 1 Saved Queries ] Builtin BuittinDomain

- I Computers  Container Default container for up..
b [ Buittin 21 Domain Con.. Organizational.. Default contsiner for do..

[ Computers | ForeignSecu.. Container Default container for sec...
t (3] Domain Contrallers I Managed Se.. Container Default container for ma...
» [ ForsignScourityPrindipels EUsers Container Default eantsiner for up...
& [ Managed Senvice Accounts
b [ Users
&
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2. Right-click your target domain and go to New > Organizational Unit.

File Action View Help

«d|z2mo @z EmtaaTER

] Active Directory Users and Computers | | Name Type Description
b 1 Saved Queries | 1 Buittin bustnDomain
- vl Container Default container for up_
— Delegate Control..
& 3 Bui . Organizational. Default containes for do_
& Con s ; Container Default containes for sec—
r ij Dony Change Bomsin.. Containes Default containes for ma_
» [ Ford | Change Domain Contralier Contsiner Default container for up—
i g m Raise domain functionallevel_.
i Operations Masters_..
[ Mew B Computer
Al Tasks f Contact
View » Group
Rafeesh InetOrgPerson
¥ msimaging-PSPs
Export List...
H = MSMO Quseuse Alies
Hep Printer
. User
Shared Folder

3. Fill'in.a name for your Organization and click OK.

(o =Tl

I E Create - veware lab/

Description
Mame: Default container for up_
= Default containes for do_
é Default containes for sec—.
Emmdﬂumm Deliaall exiatalis T i
Default containes for up_

ok | [cnad [[(me ]
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4. Under your domain, you will see that the OU Group was created. Click the Computers folders for your
domain, highlight the Computer Names for your RDS Host(s), and drag and drop them to your new OU
Group. A warning message appears. Click Yes.

& Active Directory Users and Computers - @] x
File Action View Help

o 2@ FXEB2 Bm 3auTIR

T Active Directory Users and C Name Type Description
I (] Saved Queries % LAB-FPS-1 Computer
4 [ vmwarelab EILAB-FPS-2  Computer
b [ Buittin (W LAB-RDSH-1 Computer
(] Computers % LAB-RDSH-2  Computer
b (5] Domain Controllers SILAB-RDSH-3  Computer
b [ ForeignSecurityPrincipals MELAB-SQL-1 Computer
: S ::r":geﬂﬂmmﬂtmm MELAB-VCM-1  Computer
) MLAB-VCM-2  Computer

SILAB-VCM-3  Computer
an

Moving obects in Active Directory Domain Services can prevent your existing
& system from working the way it was designed. For example, moving an
organizational unit (OU) can affect the way that group polices are applied to the
accounts within the OU.
Are you sure you want to move this object?

I Don't show this waening whie this snap-n is open.

5. Click the Organizationa Unit (OU) Group that you created to verify that all your Remote Desktop Session
Hosts are now part of the OU Group.

File Action View Help
e zE 0/ XEcR B teaTEn
I Active Directory Users and Computers [lab| Name Type Description
b [ Saved Queries {8 LAB-RDSH-1  Computer
4 F3 vewarelab % LAB-RDSH-2  Computer
b 3 Buittin SILAB-RDSH-3  Computer
[ Computers
b (&1 Domain Controllers
b [ FereignSecurityPrincipals
b ) Managed Service Accounts
b ) Users
&4 rdsh|
<[ " [ ¥
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6. Launch the Group Policy Management utility. Expand the tree hierarchy for your domain and highlight the
RDS Host Organizational Unit (OU) Group that you created in the previous steps.

% File Action View Window Help [=1=]=

= 2@ o/ X008/ B

L& Group Policy Management || rdsh

4 {3 Forest: vmuware lsb
4 B Doart Linked Group Polcy Objects | Group Pabicy Inhertance | Delegation |

4 5 vmwarelab Link Drder GO Erforced  Link Enabled GPO Status WMI Fiter Modfied Domain
i/ Default Domain({| =

1 & Domain Contro

=] rdsh [%'
b [ Greup Policy b
I [y WM Filters =

b [ Stanter GPO:
(@ Stes
§f# Group Policy Modeling
(% Group Palicy Results

| File Action View Window Help

oo 2o/ X8cBm

i Group Policy Management || rdsh
‘A;Tﬁmu.hb kel oo Pocy Coocts |G Pl s [ Dot
4 omains : 2
4 F3 vmwarelsb Linktirder GPO Evforced  LekEnshied  GFOSahs WMI Fter Medfed Doman
w1 Default Domain| || =
b (2] Domain Contre,
,:9.:5,} Create a GPQ in this domain, and Link it here.. | |
b Gy WA Link an Existing GPO... *
& b @S Blockinhertance
Sites g
: Group Policy Update...

§F GrowpPal o r o

(% Group Pol Group Policy Madeling Wizard...
New Organizational Unit
View N
New Window from Here
Delete
Rename
Refresh
Primas
Help

< L >

Create a GPO in this domain and link it to this container
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8. Enter a name for the new GPO and click OK.

m

Group Policy Management [=1o] x ]
# File Action View Window Help [=I=]= |
e nE o/ XBa B
g Group Policy Management || rdsh
Iy FW‘;: vere.lab Lirked Group Polcy Objects | Group Pocy Inhestance | Delegation |
i msing
?ﬁ wravasial Lrkbrder  GFO Efoced Lk Enabied  GPOS=us  WMIFRer Modfed  Doman

il Default Domain| || ==

b (&) Domain Contro

(5] rdsh

b [5 Group Policy O}

b [ WM Filters -

b (5] Starter GPOs
Sites

ji¥ Group Policy Madeling

(% Group Policy Results

Source Starter GPO:

[pore) vl

9. A Group Policy Management Console warning appears about GPO links. Click OK.

E Group Policy Management [=]a] x ]
j File Action View Window Help _IE x
«o nE B =

5k Group Policy Management || rdsh
4 A Forest vmwarelab Lnked Group Pokcy Cbiects | Group Palcy ]
a [§ Domains ?
4 3 vmwarelab Link Drder GPO Edoced  Lik Enabled | GPO Status WM Fiter
5/ Default Domain
b (&1 Domain Contro
4 (3] rdsh
il rdsh b
b [ Group Policy Ol|| —
b [y WMI Filters
b [ Starter GPOs
[ Sites
{#¥ Group Policy Modeling
{2 Group Policy Results

Modbed Domain
1 = rdsh No Yes Enabled None 31872014

[

wmware lab

You have selected a ik to a Group Policy Object (GPO). Except for
changes to Ink propeties. changes you make hee are gibal to the GPO.
and wil mpact al otherlocations whers ths GPO s inked

(100 o show ths message again ko ]
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10. Right-click your Group Policy Object, and click Edit...

& Group Policy Management || rdsh

4 £h Forest vm Scope | Detais | Sefings | Delegation |
4 [\ Domains
4 Fg vmwarelab Uik
4 Default Domain|[| Dtepiay nks in this location [vmware b

b 21 Domain Contro| || The folowing stes. domains, and OlLls are Inked to this GPO:

Erfarced Link Enabled
No Yes

N
b G W Enforced "t
b (3 Storte[ V| Link Enabled
[ Sites Save Report...
¥ Group Policy|
[ Group Policf | View 1
New Window from Here
Delete
Rename
Refresh
Help

e e e

iy appy to the folowing groups, users, and computers:

[ Ada.

][ Remove ||  Fropemes |

WM Filtering
This GPO is linked to the following WMI fiter

[ enane>

<1 [ e

(Open the GPO editor

11. You will now be in the Group Policy Management Editor for your Remote Desktop Session Host policy.
Navigate to Computer Configuration > Policies > Window Settings > Security Settings > Local Policies >
User Rights Assignment. Click Allow log on locally.

File Action View Help

s 2@ XD 2| B

L] rdsh [LAB-AD-1.VMWARE.LAB] Pelicy
4 & Computer Configuration
4 [3 Policies
p [ Software Settings
4 2] Windows Settings
b 1] Name Resslution Pelicy
i) Seripts (Startup/Shutdown)
4 [ Security Settings
b 33 Account Policies
4 3 Locsl Policies
b @ Audit Policy
@l User Rights Assignment
b @ Security Dptions
b i Eventlog
b L@ Restricted Groups
b g System Services
b [ Registry
b _\a File Systern
b [ Wired Network (IEEE 802.3) F
b () Windows Firewall with Adva.
(] Metwork List Manager Palici.
b i Wireless Network (IEEE 802.1
b [ Public Key Policies
b [ Saftware Restriction Policies
b [ Network Access Protection
b [ Application Control Policies |
b 8 1P Security Policies on Active
b [ Advanced Audit Policy Conf
b ol Policy-based GoS
b 7] Administrative Templates: Policy de
b (] Preferences
a i, User Configuration
b [ Policies

Palicy =

[ Access Credentisl Mansger sz a trusted caller
L] Access this computer from the network

L] Act as part of the operating system

5] Add workstations to domain

12 Adjust quotas for a process

L ally »

L] Allow log on through Reme

|21 Back up files and directories

L] Bypass traverse checking

L] Change the system time

2] Change the time zone

[ Create a pagefile

[ Creste a token object

[ Create global objects

1] Create permanent shared objects.

L] Create symbolic links

|| Debug programs

122 Deny access to this computer from the network
[ Deny log on a5 8 bateh job

2] Deny log on a5 a service

[ Deny log on locally

(] Deny log on thiough Remote Desktop Services

2] Enable computer and user sccounts to be trusted for delega.. Not Defined

L] Force shutdown from a remote system
[ Generate security sudits

(] Impersonate a client after suthentication
[ Increase a process working set

(] Incresse scheduling priesity

1] Load and unlosd device drivers

1] Lock pages in memary

(] Leg on as a bateh jeb

|5] Log on o5 & service
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12. The Allow log on locally Properties menu appears. Ensure the check box for Define these policy settings is
checked and click Add User or Group...

(et
File Action View Help
oo 2@ XD B
L] rdsh [LAB-AD-1VMWARE.LAB] Policy
4 & Computer Configuration
4[] Policies
b (] Software Settings
4[] Windows Settings
b [ Name Resolution Policy
i) Seripts (Startup/Shutdewn)
4 [ Security Settings
b i Account Policies
4§ Local Policies
b @ Audit Policy
b iJ] User Rights Assignment
b (@ Securtty Options
bl Eventlog
o [ Restricted Groups
b [ System Services
b [ Registry
b L@ File System
b [ Wired Network (IEEE 802.3) P
b (] Windows Firewall with Adv
(] Metwork List Manager Polici
b e Wireless Network (IEEE £02.1

TA][ Pokey

Group Policy Management Editor

Securty Policy Setting | Explain

Policy Setting

1>

3 Mow leg on locally

[ Define these policy settings:

Add UserorGowp... 1, | | Flemove

affect with Clents, services,
b ] Public Key Policies A and sophcations
b (] Software Restriction Policies For mere infomation. see Alow log on localy, QB2659)
¢ (2] Network Access Protection
b (] Application Cantrol Policies
b 8 P Security Policies on Active
p [ Advanced Audit Policy Conf|
b gl Policy-based QoS | i oK || Cancel H Aoply ‘
- [1] Administrative Templates: Policy de
b [ Preferences Jre :
4t User Corfiguration [ Load and unload device drivers Not Defined
» ) Policies 4/ Lock pages in memory Mot Defined
b (] Preferences ~ || i Log on as a batch job Mot Defined
<] " 1 [> [ Log on as a senvice Mot Defined

13. Now you will define which users or groups you will give access to allow local log in. Click Browse.

4 il Local Policies
b 4l Audit Policy
@ User Rights Assignment
b @ Security Optins
b il Eventlog
b [ Restricted Groups
b [ System Services

b g File System
b [ Wired Network (IEEE 802.3) R
b L] Windows Firewall with Adva
[ Metwork List Manager Polici.
b af Wirebess Network (IEEE 802.1
b [ Public Key Policies
b [ Sofvware Restiction Policies|
&[] Metwork Access Protection
b [] Application Control Policies
b B IP Security Policies on Active
&[] Advanced Audit Policy Conf.
b gl Policy-based QoS

b g Registry &

& Group Policy Management Editor
File Action View Help
o 2m XD = B
L] vdsh [LAB-AD-1.VMWARE LAB] Poficy | policy 3 Folicy Setting
4 &8 Computer Configuration - AccmunCrnclantial b el hiot D
4 [ Policies Allow log on locally Properties | | X |
b [ Software Settings
4 ] Windows Settings Securty Pokcy Sefting | Explan
(] Mame Resclution Pelicy
[i2) Seripts (Startup/Shutdown) 3 bl
4 [y Security Settings
b 8 Account Policies [/ Define these policy settings:

Maodifying thia sefting may afect compatibiity wih chents. services.
F s applications.
FFor mone information._see Alow log on localy. (UE23859)

p ] Administrstive Templates: Policy de i o I | Concnl ‘ ‘ fooky |

p [2] Preferences . gl
+ W User Configurstion ||| i Losd and unloed device drivers Not Defined
» ] Policies [ Lock pages in memary Mot Defined
Preferences + || [l Log on asa batch job Mot Defined
5<|‘L:ln—| [* 1] Log on a5 a service Not Defined
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14. Enter the names of the users or groups that you will allow access in the Enter the object names to select

field and click OK.

B

File Action View Help

Group Policy Management Editor

e @ XE:z B

(5] rdsh [LAB-AD-1.VMWARE.LAB] Policy
a {8l Computer Configuration
4 [ Policies
I () Software Settings
[ Windows Settings
b (=] Name Resolution Policy
| Seripts (Startup/Shutdown)
4 iy Security Settings
b 5 Account Policies
4 13 Local Policies
b @ AuditPolicy
Al User Rights

[ policy s Policy Setting

bl Security Options
b [ Eventlog
b (@ Restricted Groups
b [ System Services
b [ Registry
b @ File System
b i’ Wired Network (IEEE 802.3) R
b [] Windows Firewall with Adva)
(] Network List Manager Polici
b [ Wireless Network (IEEE 802.1
b ] Public Key Policies
b [2] Software Restriction Policies
b (] Network Access Protection
b () Application Cantrol Policies;
b 8, IP Security Policies on Active
b [ Advanced Audit Policy Con
b gl Policy-based QoS
b (] Administrative Templates: Policy d
b [ Preferences

4 i User Configuration
b [ Policies

At :

Select this object type:

[N
[Users, Service Accourts. Groups. ox Butn securty pancipals | [Object Typea.. |

From this location:

Enter the objct names to select (gxamples):

| Check Names |

[
|

[ ok J[ coos [[ oo |
prerer
|] Load and unload device drivers Mot Defined
1] Lock pages in memory Mot Defined
|| ELog on as 2 batch job Not Defined
(i Log on as a service Not Defined

B

15. Verify that you are adding the correct users or groups, then click OK.

4 [ Policies
b (7] Software Settings
4 (] Windows Settings
b ] Name Resolution Policy
2] Seripts (Startup/Shutdown)
4 G Security Settings
b 3 Account Policies
4 Local Policies
b 3 Audit Policy
3 User Rights Assignment
b G Security Options
b § Eventlog
b 4 Restricted Groups
I @ System Services

b g File System
I £/ Wired Network (IEEE 802.3) R
b [ Windows Firewall with Adva
] Network List Manager Polici
b 4 Wireless Network (IEEE 802.1
b ] Public Key Policies
b (] Software Restriction Policies,
b -] Metwork Access Protection
b 1 Application Control Policies
b &, IP Security Policies on Active
b [ Advanced Audit Policy Conf
b gl Policy-based QoS
b (] Administrative Templates: Policy d
b [ Preferences
4§ User Configuration
b [ Policies
_b [ Preferences =
u 1|

<L

b [ Registry =

& Group Policy Management Editor o] x
File Action View Help

a9 nE XE2 BE

=] rdsh [LAB-AD-1.VMWARE.LAE] Policy [~ ][ Policy = Policy Setting [4]
4+ 8 Computer Configuration s edentialAd PR Mot Pefined

Allow log on locally Properties |2 | X |
‘WM@
g How log on localy

[] Define these policy settings:

Modifying this setting may affect compatibiity with clents. senices.
A opicsions
For more information, see Alow log on locally. (0823659)

ok | [ conce |[ sy |

14| Load and unload device drivers Not Defined

|2 Log on as a service Not Defined
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16. Verify that you have added all the users or groups you wish to authorize and click OK. If you need to add
additional users or groups, click Add User or Groups... to go through the previous menus and make the

necessary changes.

4 & Computer Configuration
4 21 Policies
b [ Software Settings
4[] Windows Settings
b ] Mame Resolution Policy
|l Seripts (Startupy/Shutdown)
4 T Security Settings
b [ Account Palicies
4 3 Local Policies
b @ Audit Policy

ety Pk g [ o]

i Mow lag on localy

[ Define these palcy seftings:

Admeistrslors
VHWARE"\Domain Adming
Users

dl UserRights Assig
bl Security Options
b il Eventlog
I [ Restricted Groups
b @ System Services

b (3, File System
& Ea Wired Metwork (IEEE 302.3)
b 2] Windows Firewall with Adva
(] Network List Manager Polici
I Wireless Neswork (IEEE £02.1
b [ Public Key Policies
& (] Software Restriction Policies
b 7] Network Access Protection
v [ Application Control Policies
& 8 IP Security Palicies on Active
b [ Advanced Audit Policy Conf
b ol Policy-based QoS
b ] Administrative Templates: Policy dé
b [ Preferences
4 4 User Configuration
b [ Policies

v [ Registry =|

1 Preferences |
< " |

Add s or Gowp... | | Femove
[ s it s e e g el . Iy

[ox [ s J[ v |
\s Lead and unload device drivers Mot Defined
[ Leck pages in memory Mot Defined
] Leg on as a batch job Mot Defined
[LiLegen o5 a service Mot Defined

L& Group Policy Management Editor o
File Action View Help

wo| 2(m XE = Hm

(] rdsh [LAB-AD-1.NMWARELAB) Palicy | Policy £ Policy Setting

17. You will return to the Group Policy Mangement Editor. Click the policy Allow log on through Remote

Desktop Services.

File Action View Help

S GouwpPoliyManagementedior  |=|cEE

e nE XE= B

a (& Computer Configuration
a7 Policies
b O Software Settings
4 ] Windows Settings
b [ Name Resclution Palicy
) Seripts (Startup/Shutdown)
4 Security Settings
+ 3 Account Policies
4 3 Local Policies
b @ Audit Policy
| User Rights Assignment
b 4l Security Options
b il Eventlog
b [ Restricted Groups
b [ System Services

b [ File System
b 4/ Wired Network (IEEE 802.3)
t [ Windows Firewall with Adva
] Metwork List Manager Polici|
b Eafl Wireless Network (IEEE 802.1
(] Public Key Policies
1 [ Software Restriction Policies|
b (7] Network Access Protection
b ) Application Control Policies,
b 8 IP Security Policies on Active
b [ Advanced Audit Policy Confl
b gl Policy-based QoS
b [ Administrative Templates: Policy d
p ] Preferences
a % User Configuration
b ] Policies |
p ) Preferences o
" I >

12 rdsh [LAB-AD-1.VMWARE.LAB] Policy (A

¢ g Registry =

Policy
\i Access Credential Manager as a trusted caller
i) Access this computer from the network

£ Act as part of the operating system

(& Add workstations to domain

1L Adjust memory quotas for a process

L Al

L] Bypass traverse checking

[ Change the system time

(4 Change the time zone

) Create a pagefile

[ Create » token object

[ Create global objects

L1 Create permanent shared objects

[l Create symbolic links.

[ Debug programs

(i Deny access to this computer from the network
[ Deny log on as a batch job

[ Deny log on as a service

(4] Deny log on locally

11 Deny log on through Remote Desktop Services

1 Enable computer and user accounts to be trusted for delega...

1% Force shutdown from a remote system
i) Generate security audits

[ Impessonate a client after authentication
[ Increase & process working set

Increase scheduling priority

oad and unload device drivers

U Lock pages in memory

(] Log on as a batch job

1l Log on as o service

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
JARE\Domain Users VMWA...

ot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
ot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
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18. The Allow log on locally Properties menu will appear. Ensure the check box for Define these policy
settings is checked and click Add User or Group...

ﬂ

File Action View Help

Group Policy Management Editor

4 & Computer Configuration
4 [ Palicies
b ] Seftware Settings
4 ] Windows Settings
p (5] Name Resolution Policy
[ Scripts (StartupyShutdown)
4 G Security Settings
b 38 Account Policies
4 @ Local Policies
b @ AuditPolicy
3 User Rights Assignment
b @ Security Options
p @ Eventlog
b [ Restricted Groups
b [ System Services

b L File System
& fo/ Wired Network (EEE 802.3)
b [ Windows Firewall with Adva
[ Network List Manager Polici
b Wireless Network (EEE 8021
p [ Public Key Policies
b [ Software Restriction Pokicies
P[] Metwork Access Protection
b [ Apphication Control Policies.
p 38 1P Security Policies on Active
1 [ Advanced Audit Policy Cond
5 gl Policy-based CoS
& 2 Administrative Templates: Policy de
1 (7] Preferences
4 g User Configuration
b (] Pelicies

Preferences ¥
< " >

&) rdsh [LAB-AD-1.VMWARELAB] Palicy [~

b (g Registry n

Policy Setting

Secuty Policy Seffing | Explain
ﬂ M log on threugh Remete: Desidop Senvices

et thesopobey st |1,

hain Users VWA

Ak User o Growp... Remove

Thia setting i not o3 rurring

2000 Service Pack 1 or eadier. Apply Policy objects

containing this only to running 2 lefer version of

ok || Concd [[ Moot |

5 Load and unlsad device drivers Mot Defined
Ui Lock pages in memory Net Defined
£ Log on s a batch job Mot Defined
L Log on a5 a service Mot Defined

19. Now we will define which users or groups we will allow for this policy. Click Browse.

= Group Policy Management Editor =@ x
File Action View Help
e AEXEHE
5] rdsh [LAB-AD-1.VMWARE.LAB] Policy || Policy - Policy Setting L~
4 {8 Computer Configuration S Accacs Ceadacsi sevcctad calla Mo Dafined
4 [ Policies Allow mwmmmmw.]_l’ X
b [ Software Settings
4[] Windows Settings Secutty Policy Setting | Explam
b (7] Name Resolution Policy
Miow| through Remote Desidop Senvices:
) Scripts (Startup/Shutdown) 5 g va —
4y Security Settings =
b 3 Account Policies [+ Define these policy settings:
4 3 Local Policies r
b @ Audit Policy
3] User Rights Assignment
s 3 oo [ mcleoces .
p il Eventlog
b i Restricted Groups Usorars! gy wames
b (7@ System Sewvices \ 1 [(eome ]
b [ Registry =
b [ File System
b £ Wired Network (IEEE 802.3) F [Buenl
b [ Windows Firewall with Adva —
(] Metworlk Li Polici _
b afl Wireless Network {IEEE 802.1 Thie "
b [ Public Key Policies muus-.;:;ra l:a\;h. oply Group Pn&:,-l::-dx i
b [] Software Restriction Policies e N O e B
b [E] Network Access Protection S ke
b [ Application Control Policies|
b 8, IP Security Policies on Active
b [Z1 Advanced Audit Policy Conf.
G oo bl oy | T =
b [ Administrative Templates: Policy de
b ] Preferences O
4 y& User Configuration {11 Load and unload device drivers Not Defined
= E o
» B Policies [/ Lock pages in memory Mot Defined
p ] Preferences w || LiLog on as a batch job Mot Defined
<| " B > 22| Log on as a service Mot Defined -
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20. Enter the names of the user or groups that you will allow access in the Enter the object names to select
field and click OK.

|0 Group Policy Management Editor -8 x

(e i Action = Viow 1 Help I

e 2m XD= Bm

15/ rdsh [LAB-AD-1VMWARE LAB] Policy [~ ][ paticy 2 Palicy Setting -
4 & Computer Configuration A

4 [ Palicies Allow log on through Remote Desktop Services Pr.
b (] Software Settings

1 [] Windows Settings Seaurty Polcy Setzrg | Bxplan

» [ Neme Resoluticn Palicy 3 Hlow Iog on through Remote Deskion Services

21 Scripts (Startup/Shutdown)
4 [ Security Settings
[ Account Policies [ Define these policy settinga:
4 [ Local Policies
» @ Audit Policy
3 User Rights
b | Security Options
b i@ Eventlog
b L4 Restricted Groups
» [ System Services Select this biect ype:
: o ~
:g:‘r‘;ﬁm [Users. Servics Aocourts, Groups,or Bulmsecrty protpls | | Objec e, |
b £ Wired Network (IEEE 802.3) From this locatian:
b L] Windows Firewall with Adva [yware 12 | [ ocations... ]
(] Network List Manager Palici -
b 54 Wireless Network (IEEE 802.1 Enter the object names to select {amples) "
b ] Public Key Policies | Check Names ‘
b [] Software Restriction Policies
» [ Network Access Pratection
b (7] Apglication Control Policies
L [ Adverced.| [ oc |
b [ Advanced Audit Policy Conf v
» ol Policy-based GoS N == =
t 21 Administrative Templates: Policy d Ll =

b [ Preferences =
4 R User Configuration [ Load and unload device drivers Mot Defined

b (2] Policies < Lock pages in memory Not Defined

p [ Preferences || L Log on as a batch job Mot Defined
LS L > i/ Log on as a service Mot Defined =

ain Users VMWA...

Add User or Group

21. Verify that you are adding the correct users or groups, then click OK.

(= Group Policy Management Editor -] x
File Action View Help

e 2@ XE= B

1] rdsh [LAB-AD-1.VMWARE.LAB] Policy ~ [ Policy - Policy Setting =
4 & Computer Configuration 2 A race Coadantial ea

4 [ Policies Allow log on through Remote Desktop Services Pr.| 2 | X |
b ] Software Settings e
a (7] Windows Settings Secuty Folicy Sefting | Explain |

& 71 Name Reselution Policy 3 PRy R B 5

=) Seripts (Starup/Shutdown)
4 Security Settings
b 5§ Account Policies [/ Define these policy settings:
4 Local Policies
b &l Audit Policy
(3l User Rights Assignment
p | Security Options
» i Eventlog
1 [ Restricted Groups
b (@ System Services
> @ Registry H
& [ File System
1 £ Wired Network (IEEE 202.3) F
8 Varioms Femsh it Ak [
=1 Netwark List Manager Polici
& 5 Wireless Network (IEEE 802.1 T— i) Winclows:
1 [ Public Key Policies 2000 Service Pack 1 or earier. Apply Group Policy sbjects
b B Software Restriction Policies| s;mwmﬂmmmahumd
= operating system. | =
& (2] Metwork Access Protection
© [ Applicstion Control Policies
& 8, IP Security Policies on Activ
b (2 Advanced Audit Policy Conf]
b gl Policy-based QoS oK ||w H = I
b [ Administrative Templates: Policy d

b [ Preferences d ey
4, User Configuration 1] Load and unload device drivers Not Defined

b 7] Policies ) Lock pages in memeory Mot Defi

Preferences w || i Log on a5 8 batch job Net Defined
Le " >| || 5 Log onas a sewice Not Defined -

hain Users, VMIWA...

User and group names
VMW ARE\Domain Admins: VMWARE \Doman Users | [ Bowse |
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22. Verify that you have added all the users or groups you wilsh to authorize and click OK. If you need to add
additional users or groups click Add User or Group... to go through the previous menus and make the
necessary changes.

L2f Group Policy Management Editor =|a]| x
File Action View Help
oo nm XE= Bm
1i] rdsh [LAB-AD-1.VMWARE LAB] Policy ~ [ Policy = Policy Setting A
4 & Computer Configuration Ml &
b [ Software Settings ~
4[] Windows Settings ‘Securty Polcy Seting | Explain |
b (] Name Resolution Policy "
&) Scripts (Startup/Shutdown) :g B S o hain Users, YMWA...
4 [ Security Settings bain Users, /MWA...
b 34 Account Policies (] Define these policy settings:
4 3 Local Policies v
b i MuditPolicy Femate D:‘cao Uses
i User Rights Assignment VMWARE"Domain Admins
b i@ Security Options VMWARE \Domain Lisers =
b i EventLog
b [ Restricted Groups
p [ System Services
b % Registry [ ]
b @ File System
b £ Wired Network (IEEE 802.3) L
b ] Windows Firewsll with Adva
1 Network List Manager Polici Remove [
b Wireless Network (1EEE 802.1 This vetting is not Windows
b [ Public Key Policies 2000 Service Pack 1 or earber, Aoply Group Policy cbiects
» [ ScRware Restriction Policies W‘”ﬂ“wﬂ_m.uwu
b [ Network Access Protection
b [] Application Control Policies|
p 8 1P Security Policies on Activ
b [ Advanced Audit Policy Conf
b ol Policy-based Cio§ ok [ coea |[ o |
I (7] Administrative Templates: Policy d
b ] Preferences
4 & User Configuration ||| CilLoad and unlosd device drivers Mot Defined
b [ Policies i) Lok pages in memory Net Defined
Bl Pooferesioes || 4 Log on as a batch job MNot Defined
<] [0 > 1] Log on 85 a senvice Not Defined |

23. You will return to the Group Policy Management Editor. Navigate to the Computer Configuration >
Policies > Administrative Templates: Policy definitions (ADMX files) retrieved from the local machine. >
System > Group Policy. Click the policy Configure user Group Policy loopback processing mode.

- GrouwpdioManagementEditor  [=]|o =N

File Action View Help
o alm = B T
1] rdsh [LAB-AD-1VMWARELAB] Policy |~ | #
4 & Computer Configuration &
4[] Policies Configure uses Group Policy .k_umg = 3 z s :
b (7] Software Settings loophack processing mode [tz Configure Intemet Explorer policy Nt
Configure IP security policy processing Hot configured
b [ Windows Settings Edit policy setting P ; 8 i Not configured
4 [ Administrative Templates: Policy [E) Chomiagiire resecey oy proce g s | |
» & Cortrel Panel — ] Configure scripts policy processing Not configured
b+ 1 Metwork At least Windows 2000 Configure security policy processing Mot configured
2 Printens e Configure wired policy processing Hot configured
] Server Tm:y";mg directsthe 1] Configure wireless policy processing Mot configured
] Start Menu and Taskbar = || system to apply the set of Group pecify workplace connectivity wait time for policy processi.. Mot configured
4 7 System Palicy objects for the computer to Determine if interactive users can generate Resultant Set of . Mot configured
(7] Access-Denied Assistance any user whe logs 0"“;5 X Turn off Group Pelicy Client Service ADAC optimization et cenfigured
1] Audit Process Creation ;"i;';:‘g'd:f::';zilj:"f'"" Turm off background refresh of Group Policy Not configured -
= Cm?mriulwelegniun computers, such as those in [iZ] Turn off Local Group Policy Objects processing Mot configured
b [ Device Installation public places, laboratories, and 1] Remove users' ability to invoke machine policy refresh Mot configured
JJ Disk NV Cache "“m’:h ”"“;‘: o [i2) Configure Group Policy Caching Mot configured
(] Disk Quota modify the user setting n 2 : 5
- wr::ﬂ“!cw the computer that s being used, |12 Enable Group Policy Caching for Servers Mot configured
) O |t2] Configure Group Policy slow link detection Not configured
j Driver Instalistion By default, the user's Group Policy | |17 Set Group Policy refresh interval for computers Not configured
50 Earty Launch Antimalware | || Objects determine which user (12 Set Group Policy refresh interval for domain controllers Net configured
(] File Classification Infrastrug || settings apply. If this setting is i) Cons Seri Not configured
21 File Share Shadow Copy Pr{ || nabled, then, when s userlogs 11 Configure Logon Script Deley Suaigus
b (] Filesystem on to this computer, I!l: (] Always use local ADM files for Group Policy Obyect Editor Not configured
- computer’s Group Policy Objects 2] Turn off Resultant Set of Policy logging Not configured
(£ Folder Redirection determine which set of Group it . 3
4 [ Group Policy Policy Objects applies. 2] Enable AD/DFS domain controller synchronization during p... ~ Not configured
[ Logging and tracing i} Configure Direct Access connections as a fast network conn...  Not configured
b (2] Intemet Communieation N || If you enable this setting, you can Change Group Policy ing to run wh.. Nt confi
b [ iscsi m‘ﬂ'ﬁ’ﬁﬁﬂ"’"‘"’ modes pecify statup policy processing wait time Not configured
1 KDC use pbac ode
(] Kerberos “Replace” indicates that the user Allow asynchronous user Group Policy processing when log...  Not configured
[ Locale Services settings defined in the computer's Configure Applications preference extension policy processi... Mot configured
(] Logon Group Policy Objects replacethe o i mmmmmmm‘mﬂmm wd
b ] NetLogon || user settings normally applied to [ >
Al " | > Extended / Standard /
53 setting(s)
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24. Click Enabled to enable this policy. Click OK.

Kl

[E7 Group Policy Management Editor
File Action View
CEE] = Y
[&] rdsh [LAB-AD-1.VMW Configure user Group Policy loopback proc mode = =
4 8 ComputContig] 2 = S X
2 [ Policies I~
» £ SoftwareSl| O Not Configured  Comment: = Not configured
1 Mot configured
b £ Windows 8 G gy
4 ] Adeministsd | Mok configured L
p [Z] Controfl O Disabled v Not configured
b [ Netwo Supported of: [y jeact Windows 2000 Cad e
] Printers Mot configured
[ Server v .
[ Start M Hel Mot configured
4 [Z] System) i = Mot configured
B Ac oy - Nat
! policy setting directs the system to apply the set of Group |~ .
— Policy objects for the computer to any user who logs on to a Not configured
& cn computer affected by this setting. It is intended for special-use Nat configured
P B camputers, such 25 those in public places, laboratones, and Mot configured
= ois :smﬁ::)mmﬂmn:ﬁyﬂnmmmhudm Nt configured
3 ol il i Mot configured
» & o By default the user's Group Policy Objects determine which user | = Mot configured
= or settings apply. f this setting is enabled, then, when 2 user legs Not configured
™ on to this computes, the computer’s Group Palicy Objects
= Fa determing which set of Growp Poficy Objects applies. Not configured
s Mot configured
@ r ¥ you ensble thi setting you can select one of the following Mok configured
L 5 pay modes from the Mode box: | | P
J8 “Replace” indicates that the user settings defined in the Not configured
computer's Group Policy Objects replace the user settings | Not configured
v @ normally applied to the user. Net configured
»@E: "Merge” indicates that the uses seftings defined in the R gt
Ax «computer's Group Policy Objects and the user settings normally | Nt configured
B L. Mot configured
@ e [T e [ Votcovroe
B Mat
b B

53 setting(s)

25. You will return to the Group Policy Management Editor. Verify that your policy is enabled by ensuring the
that the State value for the policy has change to Enabled.

File Action View Help
e nmz A0 T
L [ ——
4 %l Computer Configuration g 1
Settir State
4 [7] Policies i s ™ ~ -
o W Sohirs Satings loopback processing mode Configure Internet Explorer Maintenance policy processing  Not configured
. & Configure IP security policy processing Net configured
[ Windows Seti - y
=l b Edit policy seffing. Configure registry palicy processin Net configured
4[] Administrative Templates: Policy I B Y prrcenng 9
» 2] Control Panel Ruiwmets Configure scripts policy processing Net configured
» B Network At least Windows 2000 Configure security palicy processing Nt configured
& Printers Configure wired policy processing Not configured
Description: Cont . i
1] server This policy setting directs the onfigure wireless policy processing Not configured
[ Start Menu and Taskbar _ || system to spply the set of Group. Specify workplace connectivity wait time for policy processi... Not configured
4 [T System Policy objects for the computer to Determine if interactive users can generate Resultant Setof .. Not configured
[ Access-Denied Assistance any MW";:‘Q; SRISE, Tum off Group Policy Client Service AOAC optimization Not configured
[ Audit Pracess Creation il h"sp:(”i::[‘:::“‘"g' Tum off background refresh of Group Policy Nt configured
5 Credentials Delegation computers, such as thosein Tum off Local Group Policy Objects processing Net configured
b [ Device Installation public places, laboratories, and Remove users’ ability to invoke machine pelicy refresh Not configured
[5] Disk NV Cache classrooms, where you must Configure Group Policy Caching Not configured
dify th etting based
5] Disk Quotas o (:’mp‘;'::;\:‘ e batag usad. Enable Group Policy Caching for Servers Not configured
> () Distributed COM [1]] Configure Group Policy siow link detection Net configured
"] IE]M;. I"ml:‘n;'g : By default, the user's Group Policy Set Group Policy refresh interval for computers Not configured
51 Early Launch Antimalware |_{| Objects determine which user Set Group Policy refresh interval for domain controllers Nt configured
(] File Classification Infrastruc || settings apply. If this setting is p e N f
1] Fil Share Shadow Copy Pri_ || enabled, then, when s userlogs Configure Logon Script Delay ot configured
» B Filesystem on to this computer, the Always use local ADM files for Group Policy Object Editor Nt configured
B Foldes Redirecti computer's Group Policy Objects Turn off Resultant Set of Policy logging Not configured
OIAPRACHIFeCES N determine which set of Group ) = 3
4[] Group Policy Policy Objects applies 1] Enable AD/DFS domain controller synchronization during p..  Not configured
8 Logging andtracing ' 1] Configure Direct Access connections as a fast network conn...  Not configured
b [ Intemet Communication || If you enable this setting, you can 1] Change Group Policy ing to run wh...  Not configured
» [ iscst select one of the following modes 1] Specify startup policy processing wait time Net configured
from the Mode box:
[ KDC 1 Configure user Group Policy loopback processing mode Enabled
[ Kerberos “Replace” indicates that the user 1] Allow asynchronous user Group Policy processing when log... Net configured
[ Locale Services settings dgﬁntd in the computer's 1] Configure Applications preference extension policy processi.. Mot configured
[ Logon | Group F?ll:y Objects IANIF! the ;2 " : " confiourad
b [ NetLogon =l user settings normally applied to <
[<] [ ] > Extended { Standard /
53 setting(s)
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26. Now you may close the window for the Group Policy Management Editor. You will return to the Group
Policy Management window.

|5 File Action View Window Help

=|&|*
@« 2@ 6 BE
15 Group Policy Management rdsh
a ) Forest: vmwarelab Settngs | Delegation
4 (24 Domains
4 3 vmwarelab rdsh -
E’r Default Domain Policy Data collected on: 3/18/2014 254:11 PM show all
p =] Domain Controllers Computer Corfiguration (Enabled) hice |
a 2] rdsh No settngs defined |
if rdsh ]
b [ Group Policy Objects Vewr Corguration CErmbied) e |
b [ WMI Filters No settings defined. |
b (3] Starter GPOs
[ Sites
§i¥ Group Policy Modeling
(1% Group Policy Results
k

Now you have successfully configured the Group Policy Setting for user access to Remote Desktop Session
services.
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Configuring View

After you have installed the View component servers, you are ready to configure View. This section contains the

following exercises:

+ Add a License

» Connect vCenter Server Appliance and Configure the View Composer Settings
* Configure Persona Management Administrative Templates in Active Directory
* Adjust PColP Settings for PColP Tuning

» Configure Syslog Event Logging

» Enable Windows Server 2008 R2 SP1

* Create a Farm for Remote Desktop Session Hosts

Add a License
You must have a valid license to use View.

1. Login to the View Administrator console as an administrator.

ninistrator

2. In the left menu, click Product Licensing and Usage, and then click Edit License in the Licensing section.

Aboat | belp | Logout  sdministreter)
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3. Enter a valid license serial number and click OK.

License serial number: * |

't

l:

4. In the Licensing section, verify your license information.

VMware Horizon View Administrator

Now that you have a valid license, you can connect the vCenter Server Appliance and configure the View
Composer Server settings.

Connect vCenter Server Appliance and Configure the View Composer Settings

1. Onthe View Administrator Dashboard, select View Configuration > Servers.

VMware Horlzon View Administrator

[
Vantervots  BOS Mésti  Otbers

| (ST,

> 23 Prabiem Machines

[ = Carrapared tor use

[}
' = Low on free space

Capachy (OB} Fras Spesn (OB}
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2. In the Servers window, on the vCenter Servers tab, click Add.

/lew Administrator

3. Inthe Server address text box, type the fully gualified domain name or IP address of your vCenter Server.
Accept or modify the default values for the other settings, and then click Next.

whenter Server Sotthogs
Badore yeu add vCanter Server to
iaw, matall 3 valid 553 cavtheats

detaus, sal-sgnad

inetated wi 2
¥ou st accegt the censficate
Hhumboret

Brovide tha vCantar Server FODN or |
name, and
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4. Inthe Invalid Certificate Detected dialog box, click View Certificate to see the vCenter Server SSL
certificate. In an evaluation environment, you can use a default self-signed certificate, but for a production
environment, it is recommended that you replace the self-signed certificate with an approved certificate
from a Certificate Authority.

e rifies

& Servers certificate subject name doss ot match the
A Servars certeicata cannot be checked.

5. Verify the self-signed certificate generated by the default installation of the vCenter Server Appliance, and
click Accept to approve.

A 96203208

VHO/ES dedd Pibe B4 545 PM
01012840, 1 F3S40.1.9 2= 1 394308648, 9c5 37505, 564077617265204
Hetdde
Eri-lab-viaad
EMRAILADDRESS =18l-cortificates S are. com
OU=vMnare vContar Server Comtficate
0=V, Inc.
LePalo ako
STeCAMOmes
c-ud
EMAILADORE 55 mrul-cortfic st en Sy are com
[
O=¥Mmare, Inc.
LeBialo ko
ST-Laboren
-y
o
]

[ pTI—— Bralsbuerasa

P Ky Algonthem R4

P ey 39 82 01 77 30 04 06 0% 28 B8 48 BS17 4 01 01 01 05 00 03 82 01 & 00
5201 002 62 01 01 00 d8 Sa fa 9 1 20 Of of &0 01 86 45 35 40 83 81 ¢
16 &4 04 §5 b2 48 30 b9 10 77 6303 Of c3 1b 7 7d 76 €3 de 84 08 2841
©3 24 3040 34 o8 ) o6 23 45 41 30 4 15 328313 38 B¢ 38 4 47 we 0l
5 51 36,8 3f 42 93 53 87 B2 2400 60 90 74 17 21 69 15 6f #0 52 66 30 |

=0 Y
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6. Configure the View Composer Server settings, and then click Next.

a. Select Standalone View Composer Server and type the required server address, either the FQDN or
IP address of your View Composer Server virtual machine.

b. Enter the user name and password of the server.

c. Modify the port value only if you modified it during the View Composer Server installation.
Otherwise, use the default.

View Comeoser Settings i COmmaAAr Sursu
Verw Composer can be installed
O Do ot use Veew Comooser o Eha WConter Server hest of 3
standalons host,
() View Composer constalled with vCenter Server
it # Baferd you B0 Veaw Compoter by
Vi, et 3 vabd S50 cortficote
migred by a trusted CA. In 3 test
vou a0 s tha

7. In the Invalid Certificate Detected dialog box, click View Certificate to see the View Composer SSL
certificate. In an evaluation environment, you can use a default self-signed certificate, but for a production
environment, it is recommend that you replace the self-signed certificate with an approved certificate from
a Certificate Authority.

Tha dantay of the spacified View Compasar Server cannot
et warioed for th follown reasans:
fi Servers cortiicats subject rama does not match the
s Servers certdicate is mox trusted.

| vaewara recommands tha use of carticatus 1sRas by 3
trusted Certhicabon duthirty.

Vi Cactificats. .
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8. Verify the self-signed certificate generated by the default installation of the View Composer Server, and

click Accept to approve.

Sl Nusbar

veran:
Sagatire Aigarthe
Pusie Key Algonthm

Pl Koy

F1L/14 124300 b0 LL16 12:43 M

ceus
STeca

Leca

OevMmaie e

CU=Vimara Inc.

EN=LABACS.1
EMAILADORE 55~ 00er S v a0 Com

4708 5413 51 41 D4 bb 4F 53 42 2 42 24 4
o

]
o s
L2

39 1 B 10 04 04 00 25 85 48 8417 04 01 01 81 05 05 03 B1 84 00 33 81
028181009 f 30 ¢3 M ¢ 34 B0 ca 30 01 21 15 49 74 49 7¢ 2a 2¢ 37 01
05 3b b M 37 ox 2a 73 54 76 02 61 58 48 68 b6 48 12 o8 4d 3
95 54 48 B 04 f b 32 97 7 18 1084 59 81 34 34

8 26 3b 49918 30 dc

| aceun

9. To add a View Composer domain, click Add.

Wiew Composer Domaing
View Compaser sdds computes
accnants B ked-clane
machanas i tha AD domsne
configused here. Tha View

Propertbes parmisont in the
domans.

Whan pou trasts 3 bnked.dons
dewktop pool, you velect &

[ domain from thes ot to stora the | |
COMOUERT 3TN,

| <oack | nust> [l comce |
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10. In the Add Domain dialog box, enter the full domain name, user name, and password, and then click OK.
The user name and password are the credentials for your domain. This account must have permission to
create computer objects, delete computer objects, and write properties in the domain.

Full domain name: | vmware lab

11. Review the information and then click Next.

Whan you creste & knked dore
deskton pool, vou

vebect 3 ]
1 Gomain from thes st to sters the
COmpUERF JcTuNEE.
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12. Configure the storage options for your vCenter Server, and then click Next.

If you enabled View Storage Accelerator, enter the host cache size. The default is 1024MB. You can use

any valid value.

Add vCenter Server Storage
VC Information Storage Settings

[¥] Reclaim VM disk space

[ISES .. view Storage Acceierstor

Ready to Complete

Default host cache size: 1024

Hosts
[J Show ail hosts
[ Eoe cache size

Host
- .demaolab.

Cache must be between 100 MB and 2048 MB

| Storage Settings

ESXi hosts can be configured to
cache virtual machine disk data,
which improves performance dur]
1/0 storms such as when many
desktops power on and run anti-
virus scans at once. Hosts read

common data blocks from cache
instead of reading the OS from d|

By reducing 10PS during boot
storms, View Storage Acceleratod
lowers the demand on the storag

| array and uses less storage 1/0
bandwidth.

Cache Size

[<M][NM>T‘IML

13. Review the vCenter Server information, and then click Finish to accept these values and add the vCenter
Server to your View environment. To modify any settings, click Back.

Stax View Compaser Oparations
Sax oew Compasar Pravision
View Compaser State

Wiew Composer Address

Viaw Compaser Paseword

Wiaw Composer Liser Name

Viaw Composer Fort
Enalile Ve Storage Awelerate
WM Dk SpacH Rextamnation

wmear lab

Seandalons Virw Composer Sarvar
vmwarelab

sibrarnstsatar G meears i
18443
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14. In the vCenter Servers tab, you can view the vCenter Server added to your View environment. To make
changes to the connection information or settings, click Edit.

VMware Horizon View Administrator

| Bemn
vCenter Servers | SAQUNRY SN Commaction Servers

“Canter Sarver

You have now connected to the vCenter Server Appliance and configured View Composer Server.

Configure Persona Management Administrative Templates in Active Directory
You can choose to skip this exercise and return to it after completing the rest of the exercises in this document.

It is recommended that you configure Persona Management Administrative Templates. They provide persistent,
dynamic user profiles across user sessions on different desktops. User profile data is downloaded as needed to
speed up login and logout time. New user settings are automatically sent to the user profile repository during
desktop use.

For instructions on importing and tuning the Persona Administrative Template in Active Directory Group Policy,
see the VMware View Persona Management Guide.

Adjust PColP Settings for PColP Tuning
You can choose to skip this exercise and return to it after completing the rest of the exercises in this document.

It is recommended that you adjust the PColP settings to ensure the best user experience. For instructions on
tuning PColP, see the VMware View 5 with PColP Network Optimization Guide.
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Configure Syslog Event Logging
You can use the Syslog feature to send View events to a Syslog server.

1. Inthe View Administrator console, click View Configuration > Event Configuration, and then under Syslog
on the right, click Add.

2. In the Add Syslog Server dialog box, enter the server address and UDP port for your target Syslog server,
and then click OK.

You have now set up Syslog collection for View events.
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Enable Windows Server 2008 R2 SP1
You can enable Windows Server 2008 R2 with SP1 to use for desktop deployment on View Connection Server.

1. Inthe View Administrator console, click Global Settings and in the General pane, click Edit.

Aot Welp | Logout  (AdminmtraRor)

For cllants tht support applicstions
1 e user stops using the keyboard and
mouse disconniect their apolcations and
iscard S50 eredentiais:
Other diants
Discard 850 cradantisis:
Ao Upate:
Bra-togin message:
Ditsplay warmning tefors forced logaff:
Erabia Windows Server 2008 A3 deskings:
Mrage Sarver configurstion

2. Select the check box Enable Windows 2008 R2 desktops and then click OK.

Por clients that support aplications
B the user stogs using the keysosrd

Discand 550 credentisis:
[ Ematie ausomaeic status wodates (D
[ Diseiay u predogn massage: B

[ Désplay maming before foroed loge:
Ahar i, log of attes: 5 T nutes

Vi Seiktin 4 neduoed fo0 b st it 4ot St
Pt e i ——

[#) Enabie Wingows Server 2008 A2 desitugs 3
Mirage Server configuration: o

You have enabled Windows Server 2008 R2 SP1 View Desktop support. You are now ready to create a farm for
Remote Desktop Session hosts.
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Create a Farm for Remote Desktop Session Hosts
1. Inthe View Administrator console, select Resources > Farms.

2. Click Add to start the Add Farm wizard.

VMware Horizon View Administrator

3. Inthe Add Farm wizard, enter a name for your farm in the ID text box.

4. For the other options, use the defaults settings or make changes, and then click Next.
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5. Select which RDS hosts to add to your farm, and click Next.

demo-rae domain.cominesl | Windows Serve 150

6. Review the settings, and click Finish to set up your RDS host farm. If you want to make changes, click Back.

WHITE PAPER / 83



Reviewer’s Guide for View in Horizon 6

7. You are brought back to the Farms window, which now lists the new RDS host farm.

VMware Horize 2w Administrato sbout | wep | logow (Administraton)

You are now ready to prepare desktop images and create parent virtual machines for a linked-clone desktop pool.

Preparing Desktop Images for Linked-Clone Desktop Pool Deployment

In this and the next series of exercises, you prepare two types of desktop images to use to deploy remote
desktops. One desktop image is for linked-clone deployment, and the other is for full-clone deployment.

This section describes how to deploy Windows 7 32-bit View desktops configured in a stateless linked-clone
pool. You install the required agents and optimize the desktop image for linked-clone deployment in the
following exercises:

* Create the Parent Virtual Machine for Desktop Deployment

* Install View Agent

* Install the View Agent Direct-Connection Plug-In (Optional)

* Optimize the Parent Virtual Machine for Desktop Deployment

* Install Custom Applications and Configure the Parent Virtual Machine Operating System (Optional)
* Prepare the Parent Virtual Machine for Linked-Clone Deployment

You can use virtual machines managed by vCenter Server to provision and deploy desktops as templates for
automated full-clone pools, as parents for linked-clone pools, or as a desktop source in a manual pool. You must
prepare virtual machines to deliver View desktop access.

See the View Administration guide for more information about preparing desktop images for additional types
of pool deployments.
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Create the Parent Virtual Machine for Desktop Deployment
You start by creating a parent virtual machine for desktop deployment. A parent virtual machine is also referred
to as a golden image or master image.

1. Login to your host from the vSphere Client, and create a new parent virtual machine or template using the
following specifications for a nonproduction deployment as a guide.

TYPE VCPUs RAM VIRTUAL DISK SIZE
Knowledge worker 1vCPU 2GB RAM 24GB

Power worker 2 vCPUs 4GB RAM 24GB

(with vSGA 3D graphics)

Table 10: Parent Virtual Machine Specifications for Nonproduction Deployment

Note: These desktop specifications are recommended for evaluating a nonproduction deployment. For a
production environment, where desktop sizing varies based on the types of user workloads, see the
View Architecture Planning guide for best practices on resource planning.

2. Install the Windows 7 32-bit guest operating system.

3. Activate your Windows operating system according to your organization’s procedures.
4. After the installation is complete, log in to the virtual machine as a local administrator.
Proceed to the next exercise to install View Agent.

Install View Agent
Installing View Agent also enables Persona Management on the desktop image virtual machine.

1. Launch the View Agent installer using the Run As Administrator option. Ensure that the installer is
accessible from your virtual machine.

VMware Horizon

View Agent
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2. Wait for the installer to load, and then click Next.

Welcome to the Installation Wizard for
VMware Horizon View Agent

The installation wizard will upgrade VMware Horizon View Agent
on your computer. To continue, dick Next.

VMware Horizon Copyright © 1998-2014 YMware, Inc. Al rights reserved. This
- product is protected by U.5. and international copyright and
View A g ent intellectual property laws. VMware products are covered by

one or more patents listed at
http:/fwww. vmware.comfgo/patents.

Productversion: 6.0.0-1834129x64 | <Back | Next> | [ Cancel |

3. Review and accept the terms and conditions, and then click Next.

L4

License Agreement
Please read the following license agreement carefully,

»

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING
THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE

BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA"). IF
VAL NN NNT ARREE TN THE TERMS NF THIS F1ILA VAILLMILIST ANT

@ 1 accept the terms in the license agreement
() I do not accept the terms in the license agreement

<gack [ next> ][ cancel
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4. In the Custom Setup window, it is recommended that you enable all the features (the default) to take full
advantage of View Agent and properly complete these exercises. Optionally, you can disable the features
you do not want and change the default installation directory by clicking Change. Click Next.

§ Custom Setup
Select the program features you want installed.
Click on an icon in the list below to change how a feature is installed.
Feature Description
USB Redirection VMware Horizon View Agent
HTML Access
VMware Horizon View G
Real-Time Audio-Video it N
Virtual Printi i ture requires 87MEB on your har
5 T drive, Tt has 7 of 8 subfeatures selected.
i Aoaletn s : The subfeatures require 24MB on your
jmmnd VMware Horizon View P¢ - hard drive.
‘ :
Instal to:
C:\Program Files\VMware\VMware View\Agent\
[ hHp || space || <Back |[ Next> ][ canca |

5. Select Enable the Remote Desktop capability on this computer. If you select Do not enable... you can
also manually enable this feature later and configure the firewall exceptions. Click Next.

Remote Desktop Protocol Configuration
The following information is used to configure the Remote Desktop feature

VMware Horizon View Agent requires the Remote Desktop support to be turned on. Firewal
exceptions will be added for the RDP port #3389 and the View Framework channel #32111.

What would you like to do?

(@) Enable the Remote Desktop capability on this computer

() Do not enable the Remote Desktop capability on this computer

[ <Back |[  mext> | [ concel |
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6. To install View Agent, click Install. To make changes, click Back.

i .
Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Agent will be installed in:
C:\Program Files\VMware \VMware View\Agent|

Click Install to begin the installation or Cancel to exit the wizard.

<Back |[ sl ][ cancel

7. Monitor the installation status as it progresses.

p= —
Installing VMware Horizon View Agent
The program features you selected are being installed.

Please wait while the installer installs VMware Horizon View Agent. This may
take several minutes.

Status:

< Back | Next > | I Cancel ]
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8. You might be prompted by Windows Security to allow installation of a device driver. These drivers are
necessary to enable certain devices to work correctly with your View desktop. Select Always trust
software from “VMware, Inc.” and then click Install.

# VMware Horizon View Agent @@@

ks
Installing VMware Horizon View Agent
The program features you selected are being installed.

Would you like to install this device software?

Name: VMware, Inc. Imaging devices

4 i
] Publisher: VMware, Inc.

|Always trust software from "VMware, Inc.".| [ Install J l Don't Install |

@ You should only install driver software from publishers you trust. How can |
: 5 ; k =

9. When the Installer Completed window appears, click Finish to close the View Agent installer.

Installer Completed

The installer has successfully installed VMware Horizon View
Agent. Click Finish to exit the wizard.

T .
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10. You must restart the operating system to complete the installation. In the VMware View Agent Installer
Information dialog box, click Yes.

You must restart your system for the configuration
changes made to VMware Horizon View Agent to take
effect. Click Yes to restart now or No if you plan to
restart later,

W R Wy

You have now installed View Agent and enabled Persona Management on desktop image virtual machines.
Proceed to the next exercise to install the VMware View Agent Direct-Connection Plug-in.

Install the View Agent Direct-Connection Plug-In (Optional)
The View Agent Direct-Connection Plug-in enables any Horizon Client to connect directly to a View desktop
without using View Connection Server.

This exercise is optional. If you do not want to use this feature, skipping this exercise does not prevent you from
completing the subsequent exercises.

1. Launch the View Agent Direct-Connection Plug-in installer using the Run As Administrator option. Ensure
that the installer is accessible from your virtual machine. When the launcher loads, click Next.

Welcome to the View Agent
Direct-Connection Plugin Setup Wizard

The Setup Wizard will install View Agent Direct-Connection
Plugin on your computer, Click Next to continue or Cancel to
exit the Setup Wizard.

VMware Horizon

View Agent Direct-
Conngaction Plugin

Back | Next ] [ cCancel |

WHITE PAPER / 90



Reviewer’s Guide for View in Horizon 6

2. Review and accept the terms and conditions, and then click Next.

End-User License Agreement
Please read the following license agreement carefully

»

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT
SHALL GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY
TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE =

[¥]1 accept the terms in the License Agreement

Pt ] [ Badk [ Net ] [ cancel |

3. Confirm the default port required for HTTPS connections, select the Configure the Windows Firewall
automatically option, and then click Next.

Configuration Information
Please spedify port information

View Agent Direct-Connection Plugin requires that a firewall exception is added in order to
accept remote connections on the specified TCP port number. If Windows Firewall is enabled,

the installer can automatically add this for you.

Listen for HTTPS connections on the following TCP port:
|EE

Configure Windows Firewall automatically
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4. In the Ready to Install dialog box, click Install to proceed. If you want to make changes, click Back.

Ready to install View Agent Direct-Connection Plugin

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

5. Monitor your installation status as it progresses.

Installing View Agent Direct-Connection Plugin

Please wait while the Setup Wizard installs View Agent Direct-Connection Plugin.

Status:

Back | Next | [Cancel ]
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6. When the installer has completed, click Finish to close the View Agent Direct-Connection Plug-in installer.

Completed the View Agent
Direct-Connection Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.

VMware Horizon

View Agent Direct-
Connzction Plugin

[ Back || Finish | | Cancel \

You can now proceed to the next exercise to optimize the parent virtual machine for desktop deployment.

Optimize the Parent Virtual Machine for Desktop Deployment
We recommend that you optimize Windows for View desktop deployment as described in Windows 7 and
Windows 8 OS Customizations in the Windows 7 Optimization Guide.

The guide includes the helper script, CommandsPersonaManagementWin7 01062014.txt, which you
can use to apply all the recommended optimizations. Run the script on your parent virtual machine. This script
optimizes the parent virtual machine to work with Persona Management.

After you have optimized the parent virtual machine, proceed to the next exercise to install custom applications
and configure the parent virtual machine OS.

Install Custom Applications and Configure the Parent Virtual Machine Operating System (Optional)

This exercise is optional but recommended. You can always come back to your parent virtual machine to install
additional applications or modifications and then use the parent virtual machine to update the existing desktop
pools or deploy new ones.

1. Install the custom applications that you want preinstalled on your parent virtual machine for View desktop
deployment.

2. Make any modifications to the Windows operating system.
3. Verify that Windows Activation has been completed to ensure that your operating system is activated.

When you have finished installing custom applications and modifying the OS, you are ready to prepare the
parent virtual machine for linked-clone deployment.
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Prepare the Parent Virtual Machine for Linked-Clone Deployment
To prepare the parent virtual machine for linked-clone deployment:

1. Join the parent virtual machine to the domain.

2. Ensure that the parent virtual machine is set to receive a DHCP IP address.

3. From the Windows command prompt, run the following command to release the DHCP lease.
ipconfig /release

4. Shut down the guest operating system, and power off the parent virtual machine.

5. Take a snapshot of the virtual machine from the vSphere Client. Give the snapshot a meaningful name and
description so that you have a reference of what it contains. This snapshot is used when you deploy the
linked-clone desktop pool in a later exercise.

You have now prepared your parent virtual machine for linked-clone desktop deployment. Proceed to the next
series of exercises to prepare a desktop image for full-clone desktop pool deployment.
Preparing a Desktop Image for Full-Clone Desktop Pool Deployment

This section describes how to prepare a Windows Server 2008 R2 SP1 View desktop image template to use to
deploy a full-clone desktop pool in a later exercise:

* Create a Virtual Machine Template for Desktop Deployment

* Install View Agent on the Desktop Image Virtual Machine

* Install the View Agent Direct-Connection Plug-In (Optional)

* Install Custom Applications and Configure the Parent Virtual Machine Operating System (Optional)
* Prepare the Parent Virtual Machine for Full-Clone Deployment

You can use virtual machines managed by vCenter Server to provision and deploy desktops as templates for
automated full-clone pools, as parents for linked-clone pools, or as a desktop source in a manual pool. You must
prepare virtual machines to deliver View desktop access.

See the View Administration guide for more information about preparing desktop images for additional types
of pool deployments.
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Create a Virtual Machine Template for Desktop Deployment
Full-clone desktop pools are usually deployed based on a virtual machine template.

1. Login to your host from the vSphere Client.

2. Create a new virtual machine using the following specifications as a guide.

TYPE VCPUS RAM VIRTUAL DISK SIZE
Knowledge worker 1vCPU 2GB RAM 24GB
Power worker 2 vCPUs 4GB RAM 24GB

Table 11: Virtual Machine Specifications for Nonproduction Deployment

Note: These desktop specifications are recommended for evaluating a nonproduction deployment. For a
production environment, where desktop sizing varies based on the types of user workloads, see the View
Architecture Planning guide for best practices on resource planning.

3. Ensure that the virtual machine network adapter type is VMXNET 3. You do not want to use the E1000
adapter type because issues might arise during deployment and customization.

i | optons | Resources | proies | vservices | Virtual Machine Version: vmx-09
™ Show Al Devices Add... Remove 5
HroHa T Summary T | ¥ comectatponeron
BB Memory 4096 MB
[ ™
i crus 1 [~ Adapter Type g
& videocard video card | Current adapter: VMXNET 3
- 8 .
controller ogle o
Hard disk 1 Virtual Disk J00:50: 36:64:70:
@, co/DVD drive 1 Client Device & Automatic € Manal
L] T
- ~DirectPath 1/0 - =
Status: Inactive @
To activate DirectPath 10, go to the Resources tab and
select Memory Settings to reserve all guest memary.
rk Connection
Network label:
[MGMT-2 10.54.17.0 =]
—= -
4

4. Install the Windows Server 2008 R2 with SP1 64-bit guest operating system, and ensure that Service Pack
1 has been applied to the OS if you used the base Windows Server 2008 R2 64-bit media. Activate your
Windows operating system according to your organization’s procedures.

WHITE PAPER / 95


https://www.vmware.com/support/pubs/view_pubs.html
https://www.vmware.com/support/pubs/view_pubs.html

Reviewer’s Guide for View in Horizon 6

5. Log in to the virtual machine as a local administrator and open the Server Manager utility to install the
Desktop Experience feature, which is required for your image template to operate correctly with View.

6. Click the Features menu, and then click Add Features.

Fe Acion Vew Heb
ol
[ e e [
B Roles
= o5 IS
5 g Dagrosses View the status of features nstaled on £ server and add or remave featires.
& gl Configuraton
L} Storage
'~ Features Summary [H Festres summary Heip
* Features: 1of 41 instaled o AddFeatres
2B Remove Features
HET Framework 3.5.1 Features
NET Framework 3.5. 1
Ll | 3|3 Last Refresh: Today st 1:43PM  Configure refrech
! |
o | - Ey T

7. In the Add Features Wizard window, select the Desktop Experience feature, and click Next.

Fie Acton View Help

% 70l
N

Confirmaton Featires: Desciption: [
Progress I T Framework 3.5. 1 Feanres (nsiled) ] Remcopbmenence inchuces feptures
Rests

7, such as Windows:
# [ Background Inteligent Transfer Service (BITS) G

) am Media Plryer, desktop!

| BranchCache Experience does not enable any of the
e Wndows 7 festres; you mist
manually enable them,

100000000000000

g.
«
E
§
&
5

KT | 3] | €3 Refresh dsabled whie wizard in use

ZBIEE:;J
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8. You might need to add feature prerequisites. Click Add Required Features.

W_‘%
P—

®= | *md

(] o= | |

(D) Vo 3 these features rectired? 4
Lu I'] Remate Server Administraton Tedls I_'_’:"
More about features
<prevous || texts [ [ vt | [Ccmet ]
al | 31| Refresh dasbied whie wizsedin use

ched (&, &3 |'P=§1q: =

9. Confirm that Desktop Experience and the required prerequisites are selected, and click Next.

Fie Acton Vew Heb
L Aol 7|
T - —
g5l Featires
& g Disgnostics Select Features
& g Configuraton
= Storage
e . Help
Confirmation. Feanres: Desanption:
Progress ® L PET Framewcet 3.5. 1 Features (natabed) 3 [ ey e
ik @ ] Background Inteligent Transfer Service (BITS) Media Player, desktop themes, and
[ BitLocker Drive Encrypson phato ement, Desktop
[ | BranchCache aoulues‘ not ensble sny of the
[] Cornecton Administr Windows 7 features; you
z ration Kit " ble them,
[ Drectaccess Management Consale
L Group Pollcy Management
& [ Ik and Handwriting Services
[ internet Printing Client
[ Intemet Storags Name Sarver
[ LPR Port Moniter
@ [ Messape Queung
L] Matpath 1/0
[} Metwork Load Balancing
L] Peer Name Ressiution Protocel
[ Quality Windows Authe Video Experience
| Remote Assistance
L] Remate Differental
1 Remate Server Administration Tools -
5 oo -
bore sbout features
cprevos |[Coet> ]|t | | o |
a| | 3] ¥ Refrech dasbied whie wizard i use
! !
= === 545 PM
= LY LT
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10. To all install the features, click Install.

=10] 3
Fle Acton Vew Hep

e 7mE R —
T I
_Rnles
; Disgrosties Confirm Installation Selections
© gif Configuraton
B Sterage E
Features cick Instal, fielo
(i) 1informationsl message bekw
Results (@) This sarver must be restarted after the installstion complete.
Desktop Experience
(= Ink and Handwriting Services.
Ink Support
‘Print, e-mad, or save this nformation
<9¢nh-| fext > l Cancel I
4l | 3|3 Refresh dsabled whie wizard in use
I I
ohd [& & EEry L

11. A summary of the features and required actions appears. Click Close to continue.

~ Desktop Experience . Restart Peading
& this server to finish the ¥

) Ink and Handwriting Services I, Restart Pending
& this server to finish th

Print, e, of save the inslallation regert

<preves || s | [ oo ] emed |

kil | ]| A Conscle cannot refresh untl computer s restarted Restart

ofed [& & Ty L
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12. You are prompted to restart your computer. Click Yes to restart now and complete the installation.

@ oot ranion

s

L«d | 3|4 consse Restart

i
o [& & [ree EA=

13. Monitor the feature installation as it progresses.

Configuring Windows features
38% complete
Do not turn off your computer.

%/ Windows Server2aos

Standard
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14. When the installation is finished, log back in. A window verifying the installation of the Desktop Experience

feature appears. Click Close.

crevom | ety |[Teme | e |

=

{41 | ] |3 Refresh desbled whie wizard in use
I
[f®c -

;Elia;:]

You have now finished all the operating system prerequisites for the Windows 2008 R2 SP1 View desktop

template. Now you can install View Agent.
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Install View Agent on the Desktop Image Virtual Machine
The View Agent installer must be accessible from your virtual machine.

1. Launch the View Agent installer using the Run As Administrator option. Ensure that the installer is
accessible from your virtual machine.

o] B & [D rwe =

2. When the installer has loaded, click Next.

VMware Horizon View Agent ] x|

Welcome to the Installation Wizard for
VMware Horizon View Agent

The installation wizard will install VMware Horizon View Agent
on your computer, Ta continue, dick Next.

VMware Horlzon Copyright © 1998-2014 VMware, Inc. All rights reserved. This
i product is protected by U.S. and international copyright and
View Agent intellectual property laws. VMware products are covered by

one or more patents listed at
http:/fwww,. vmware.com/gofpatents.

EIPC

Product version: 6.0.0-1834129 x64 < Back I Next > I Cancel
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3. Read the license agreement, accept the terms and conditions, and click Next.

i'_;',‘- VMware Horizon View Agent ll

License Agreement

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT ﬂ

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
IAPPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE
SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY
THE TERMS OF THIS END USER LICENSE AGREEMENT ("EULA). IF YOU DO

RNT ACRPEFE TN THE TERMS NE THIS FLIL A YOO LMLIST 8IOT DMK Nan ;I
* [ accept the terms in the license agreement

¢ Ido not accept the terms in the license agreement

< Back Next > cancel |

4. In the Desktop OS Configuration warning, select Install VMware Horizon View Agent in ‘desktop mode’
and then click Next.

i VMware Horizon View Agent

Desktop 0S Configuration
The following information is used to configure the View Desktop feature

The Remote Desktop Session Host role is not installed on this operating system. To configure the
Agent in RDS mode restart the installer after configuring the Remote Desktop Session Host role.

Please check the box to continue installing VMware Horizon View Agent in 'desktop mode’,

[ Install vMware Horizon View Agent in 'desktop mode"

<Back Next> | cancel |
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5. The available features that can be installed with View Agent are listed. It is recommended that you use the
features selected to ensure that all View Agent features are available when you deploy your desktop pool.
To change the default installation directory, click Change. When you are ready to proceed, click Next.

Custom Setup
Select the program features you want installed.

i];‘ VHMware Horizon View Agent

B= Rl Mware Horizon View Agent
USB Redirection
HTML Access
VMware Horizon View Comp
Real-Time Audio-Video
vCenter Operations Manag
VMware Horizon View Persc

Click on an icon in the list below to change how a feature is installed.

[ Feature Description
VMware Horizon View Agent

This feature requires 205MB on your hard
drive. It has & of 7 subfeatures selected.

i The subfeatures require 11MB
[ PColP Smartcard hard drive. e 2
« I i
Install to:
C:\Program Files \\Mware \WMware View\Agent\ _cenee. |
Hep | soace | <mak o )

6. Select Enable the Remote Desktop capability on this computer. If you select Do not enable... you can

also manually enable this feature later and configure the firewall exceptions. Click Next.

Remote Desktop Protocol Configuration
The following information is used to configure the Remote Desktop feature

What would you like to do?

VMware Horizon View Agent requires the Remote Desktop support to be turned on. Firewall
exceptions will be added for the RDP port #3389 and the View Framework channel #32111.

(@ Enable the Remote Desktop capability on this computer

©) Do not enable the Remote Desktop capability on this computer

[ <Back J[ Net> ][ cance |
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7. Toinstall View Agent, click Install. To make changes, click Back.

|? VMware Horizon View Agent
Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon View Agent will be installed in:
C:\Program Files\vMware\VvMware View\Agent\
Click Install to begin the installation or Cancel to exit the wizard.

NOTE: The RDS role is not enabled on this OS. VMware Horizon View Agent will support
only single desktop connections.

< Back I Install I Cancel

8. Monitor your installation status as it progresses.

The program features you selected are being installed.

Please wait while the installer installs VMware Horizon View Agent. This may
take several minutes.
Status:

Copying new files
- = i

s oo
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9. When the Installer Completed window appears, click Finish to close the View Agent installer.

Installer Completed

The installer has successfully installed VMware Horizon View
Agent, Click Finish to exit the wizard.

VMware Horizo

Agent

EIPColF

T -

10. You must restart the operating system to complete the installation. In the VMware View Agent Installer
Information dialog box, click Yes.

You must restart your system for the configuration
changes made to VMware Horizon View Agent to take
effect. Click Yes to restart now or No if you plan to
restart later,

s ] [ v )

You have now installed View Agent. Proceed to the next exercise to install the VMware View Agent Direct-
Connection Plug-in.
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Install the View Agent Direct-Connection Plug-In (Optional)
The View Agent Direct-Connection Plug-in enables any Horizon Client to connect directly to a View desktop
without using View Connection Server.

This exercise is optional. If you do not want to use this feature, skipping this exercise does not prevent you from
completing the subsequent exercises.

1. Launch the View Agent Direct-Connection Plug-in installer using the Run As Administrator option. Ensure
that the installer is accessible from your virtual machine. When the launcher loads, click Next.

View Agent Direct-Connection Plugin Setup = IUIE

Welcome to the View Agent
Direct-Connection Plugin Setup Wizard

The Setup Wizard will install View Agent Direct-Connection
Plugin on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

VMware Horizon
View Agent Direct-
Connection Plugin

Back I Next I Cancel I

2. Read the license agreement, accept the terms and conditions, and click Next.

iew Agent Direct-Connection Plugin Setup

End-User License Agreement
Please read the following license agreement carefully

VMWARE END USER LICENSE AGREEMENT ﬂ

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT
SHALL GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY
TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE ;I

[ I accept the terms in the License Agreement
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3. Confirm the default port required for HTTPS connections, select the Configure the Windows Firewall
automatically option, and then click Next.

|? \_Ijgw f\g_ent _Direct—Cor!nection Plugin Setup
Configuration Information
Please spedfy port information

View Agent Direct-Connection Plugin requires that a firewall exception is added in order to
accept remote connections on the specified TCP port number, If Windows Firewall is enabled,
the installer can automatically add this for you.

Listen for HTTPS connections on the following TCP port:

¥ Configure Windows Firewall automatically

Bak [ Nt | cancel |

4. In the Ready to Install dialog box, click Install to proceed. If you want to make changes, click Back.

|1‘1 View Agent Direct-Connection Plugin Setup

Ready to install View Agent Direct-Connection Plugin

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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5. Monitor your installation status as it progresses.

|'('| View Agent Direct-Connection Plugin Setup

Installing View Agent Direct-Connection Plugin

Please wait while the Setup Wizard installs View Agent Direct-Connection Plugin.

Back I Next I Cancel [

6. When the installer has completed, click Finish to close the View Agent Direct-Connection Plug-in installer.

i View Agent Direct-Connection Plugin Setup - ] DIE[

Completed the View Agent
Direct-Connection Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard,

VMware Horizon

View Agent Direct-
Connection Plugin

Back I Finish I Caricel I

You can now install your custom applications and make modifications to your Windows operating system.
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Install Custom Applications and Configure the Parent Virtual Machine Operating System (Optional)

This exercise is optional but recommended. You can always come back to your Windows 2008 R2 SP1 View
Template to install additional applications or modifications and then use the View Administrator console to
update existing desktop pools or deploy new ones.

1. Install the custom applications that you want preinstalled on your Windows 2008 R2 SP1 View Template
for View desktop deployment.

2. Make any modifications to the Windows operating system.
3. Verify that Windows Activation has been completed to ensure that your operating system is activated.

When you have finished installing custom applications and modifying the OS, you are ready to prepare the
parent virtual machine for full-clone deployment.

Prepare the Parent Virtual Machine for Full-Clone Deployment

To deploy an automated pool with full clones, it is recommended that you create a customization specification
to use during desktop pool deployment. You create the specification in vCenter through the vSphere Web
Client. For more information, see the vSphere 5.5 Documentation..

1. Navigate to the URL that connects you to your vSphere environment (vCenter Server) through the
vSphere Web Client.

2. Onthe home page, click Customization Specification Manager.

preeseaN- - - ]

& 5 O fr bt idemo-vea- 1 demolabiocal: 024 3 vphere chenl/ Bestensinald susghere core controlcerter. domainiew

] Q o

Stoaage Pistwoniing vCusbet
Oronesrais

3 3 B g
Taak Cormcie Event Consoie Hoat Proties VM Saerage Cusiomaabion
et

Tracacanzn
Harager

& 2]

[
Roles Contar
Uanager
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3. Click the Add icon to create a customization specification to correspond to the Windows 2008 R2 SP1
View Template that you created.

(3 vEphme Wieb Chart ®

% -+ (&bl demo-vea- Ldemolablocal: 9443 ve; ]

NP0001 B4 M
12003 T3 P
e 0P

Salect & CUTIOMEARIGN SPec T T U3L 16 Vi [t detass

4. Use the New VM Guest Customization Spec wizard to create the specification by providing information
regarding your Windows licensing, Network (DHCP is recommended), and other Windows system-related
options.

# & C (xbepl/ demo-va-Ldemolablocal v =

m New Customization Specification
2 So0 Rogmirason miimason
3 Sut Compoter ame T (R
e [ ——
4 Sed Admanistrwior Passward
& Tune Jone
7 mouce

# Costgurs lhetwerk
 Sel Wargrous o oman.

11 Rradyla coamgdste
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5. The new customization specification is added to the list. Note its name because you need it when
deploying the automated full-clone pool.

& 5 | (b demo-uca- Loemolablocal 524 3 s phere chenl/Bestensionld = UEghere.core i renton.o

= View-DHCP-WIKBRT-Demalab jocsl

Hame - OHCP-W IR D mesad loca

e I

I

2L

S eswasanm U Ay Sufosed e Croancaton Vikaars, In:
Computer Nama Use sl Bhachens naa

Desoton Cushomaabon Spec for Ve Winggws 2008 A2 5P1 Desiops

» Wi Licean Prosuct Ky

»Legh Do motlog in autssScally 43 ASminaatar
Tiens 2o CGAT-DB0) Tiuaca, Los Angeias, Seatie, Vasciuve
WIS Tman now Serer Doman Semaan o

o Metwork Type Eustom

08 Opbans. Ganeraie vaw swouity ©

Before continuing, you must convert your full-clone desktop image virtual machine into a virtual machine
template. You can make this change in the Options menu of your virtual machine from your vSphere Web
Client. After you make this change, you are ready to deploy View desktops and applications.
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Deploying View Desktops and Applications

After you have finished preparing desktop images, you are ready to deploy View desktops and applications. In
this series of exercises, you create and deploy linked-clone and full-clone desktop pools as well as RDS desktop
and application pools.

* Deploy a Linked-Clone Desktop Pool
* Deploy a Full-Clone Desktop Pool

» Deploy an RDS Desktop Pool

* Deploy an Application Pool

Deploy a Linked-Clone Desktop Pool
You deploy a linked-clone desktop pool based on the linked-clone desktop image that you prepared in earlier
exercises.

You will now use the prepared parent virtual machine for linked-clone deployment to create and deploy a
linked-clone desktop pool.

1. Login to the View Administrator console, and navigate to Catalog > Desktop Pools to see a list of all your
deployed desktop pools.

2. To deploy a new pool, click Add.

VMware Horlzon View Administrator
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3. Inthe Add Desktop Pool window, select Automated Desktop Pool, and then click Next.

G © Autommed esinop poot
An sutomsted deskion ool uses 8
“Carter Server Lemalate or vetusl
MBEHIEW SIS 15 QIS P
[ [T e s
created mhan the pool s erestes o
generated on sernand based o
| C w08 Dessace o pocd usaga.

4. Specify the type of user assignment for the pool. You can select either dedicated or floating, but for this
exercise, select Floating and then click Next.
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5. Select the type of virtual desktop to deploy. Select View Composer linked clones and click Next.

View Composer

View Commmsar ke cones s=are
P ST DG IMA0R aNd Ul Wi
siorage spwoe than full vitual
machine.

Tha wber priofile for Reiked clonas
£an b recinacted to persstent dsks
that il be wnaffected by 05
updates and refracnes.

I Supported Features

~ PColr
o Storage savings

+ Recompase and refrash

+ Quickives guest customization
' Sprip guest customization
{vEphers 4.1 or highar]

+ Persana management

6. Add a pool ID and display name. Optionally, select a folder to organize your pools. Click Next.

10 s the unigue
O ke £ Kenlly (i GeSkoD
ol

Display Nama

The displary rame is the name that
users wil see wheen they connect to
View Chent. If the dgley name is
et blank, thos 10 il b e
Accass Group

Actess groups can crganize the
entop poois © your

orgaraaaton
1| They can alss be used for debegatad
ministration,

Cuscription

5 ony shown on
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7. Adjust the pool settings to enable certain features. For this example, enable vSGA - 3D Virtual Shared
Graphics for the desktop pool. Under Remote Display Protocol, set Allow users to choose protocol setting

to No.

Remote Settings

Remcte Mare Fower Tk 1 powwer sition z ®

Puscr:
Atomatcaby logofl ster | Newer -
Gconnect;

el [Me =
Mow multicee sesscrspar  [Ne | =
o iz
Delete or refresh machine |

o0 ogort:

Rumate Diaplay Protocsl

Ot t dngley protoccl

Adow users to choose

8. Under Remote Display Protocol, for 3D Renderer, select Automatic from the drop-down menu.

Blow users to reset thair -
machines:

Mo mutipte sessens per [ No | =
wter:

Delete or refresn machine | Nawar z @

on logolt:
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9. Scroll down the Pool Settings window to view the other available options. Enable HTML Access. Next to
3D Renderer, click Configure.

[ Enatles 5

Adote Flash Settings for Sessions
[ [emmewaiz] @
Adobe Flasr theotting: | Desatied j=| &

[RSp—

L ovemae guna wrsie s

10. Use the slider to configure the amount of VRAM available to each virtual desktop guest and click OK.

11. Click Next to configure the provisioning settings.

performance, use the sider to sesect

331 D
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12. Adjust the provision settings and then click Next.

a. Select Use a naming pattern and enter a naming pattern in the text box. A common pattern is
<poolname>-{n}, which displays the poolname with an incremented desktop number as desktops in
the pool are provisioned.

b. Specify the maximum pool size. First deploy a small number of desktops to test your pool, and then
increase the number of desktops after you have confirmed that your deployment is successful.

c. Under Provision Timing, select Provision all desktops up-front. Alternatively, you could provision the
desktops on demand and decide on the minimum number of desktops to have ready at initial pool
deployment. Then any additional desktops are provisioned as required, up to the maximum number of
desktops. You can try these different pool features during subsequent pool deployments.

‘Start machines in maintenance mode

(@ Ust 8 niming patter

it :
T et
e
MaX numDer of machines: 1 )
Mumiber of spare (powered on) machines: 1 1 P
Mamimuem numer of ressy (proviconed) machines 0 ¥ TG PN SynL
QLN Vidw COMPOSET MANTENaNCe Operatons: ‘options.
Provisioning Timing
O Proveson machines on demand

(&) Provsion a8 maCnInes up-ront

13. You can specify the type of disposable disks to deploy with the pool. For this exercise, select Do not
redirect disposable files and click Next.

Usar this ootion to redirect

O Rairact dspossbie Nls 10 5 men-persistent dukc e Mt Mo parmur:
Ok size: WO (meamm 512 W8] | SUSOEtially when o vaers sesson
Orven tatter: o 5

&) Do not medinect disposabie fles
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14. Do not make any modifications to the Storage Optimization options. Click Next.

Sterage Gptimization
Starsge can be sptimized by
Soring cHerent Kngs. of IR
separstely.

b Virtusnl 5A% is not avetable because o Vit e

'SAN datastores are configured. This cption enables control gver
the placement of the repiics
et inked cones use o8 their
A\ Fast NFS Cones (VAAT) wil be umsvaiable If nase b

the Repkca disks are siored scparatey from

the 08 asks

o

It s recommendied that & high
parformance dutastors be

create a singhe point of tailure.

15. For the vCenter settings, select your Windows 7 template and associated options. Next to the Parent VM
text box, click Browse.
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16. Click the Windows 7 parent virtual machine to use for the pool deployment and click OK.

17. Next to the Snapshot text box, click Browse.
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18. Click the snapshot to use for the pool deployment and click OK.

19. Next to the VM folder location text box, click Browse.
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20. Click the folder location. If you do not have a folder created, select the data center and click OK.

21. Next to the Host or cluster text box, click Browse.
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22. Click the target host or cluster for your pool desktop deployment and click OK.

SeerT & NESL & & ESIHF £ whiEh 1 FUR T VUM Machines
crested for thas deskaop pool.

23. Next to the Resource pool text box, click Browse.
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24. Click the resource pool to use, or select the host if you have not set up a resource pool, and click OK.

Select a rescurce ool £o usE for Ehis Seskisp posl.

&

25. Next to the Datastores text box, click Browse.
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26. Click the target datastore to store your virtual desktops. You can leave the Storage Overcommit settings as
the default Conservative. Click OK.

b used by the selected host or

) Locsl datastors Bl Shared datastore &
Capacity (GB) Free (GB) FSType DrisType  Stwrage Overcommi
45825 45008 VMFSS  Non-5S50

100782 LT TR

27. You receive a warning if you are storing your virtual desktops on a local datastore or are only using a single
host. Because you are using a single host, you can ignore this warning. Click OK to continue.

warning

Pleass ignore this ¥ the deskton pool i configured on & single

E531 Pat or 8 chusker Shit cortans & snghe E530 host, in mech
cases astors withsut

eonstrants.

In otrer cases, storng hnked cones on 3 local datastone
imposes the folowing restrictions:

IWMGten, Viimane High Avalabity, and vBpen: Custnbubed
Rascurce Scheduler (DRS) are not supported.

214 Vi Cormposar raskes and inkad clomas cannst ba #red
o sparEe atastores I the repica  on & locsl datastone.

3)0n an ESXS custer with multipke hosts, a lecal datastore
attached to one host is by defu not acoessible to other hosts
in the chuster. If nepiicas, nked dones, or persistent diskcs are
‘stoned on local datastores in & multiple-host duster without
other machanisms 1o ensble data pynchronizstion, View
ComEoser CpEraIoRs (BrOVIsGNING, MECOMOINNG, rEcalnong,
o managing parsstent Sski) might fud.

Sl = |
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28. Review your vCenter settings and click Next. To make changes, click Back.

29. Adjust the Advanced Storage Options and then click Next.
a. Optionally select Use View Storage Accelerator.
b. Select Other Options and then select Reclaim VM disk space.

c. Specify the value for Initiate reclamation when unused space on VM exceeds.
The recommended value is 1GB.

“Advanced Storage Ontiors
Ba564 00 YOU FESDUIE SHECIOR, (T 1090WING FEAturEs are
recomemended. Options that are not supported by the selected hardware.
are deabled.

[ Use View Storage Acculerator

and
9Geur dring blaciout brmes, The same blackout poicy appies 1o bocn
aparaticns.

Ac... | [Eat Remave

oy
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30. Adjust the AD container. Click Browse next to the text box to view the available AD containers for
the domain.

AD contaner: CnaComputens
] Atk rics of pre-nisting comeuter secounts (3
@) Use QuickPrap
Puwer-off script name:
Pomar-Glf scrigt paraemmtars:
Pst-gyTChrBNZIton SER Rame:
Post-synchennization saipt parameters:

) Use & cumsmiainion specficatice {Syigees)

31. Select a valid OU or the default CN to store your View desktop computer account names and click OK.
In the Guest Customization window, click Next.
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32. Review the summary of all your pool settings and click Finish to deploy the pool. Or to make changes,
click Back.

L] Entite usars after this wizsnd finishes
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34. You return to the pool settings overview. Click the Inventory tab to check the individual desktop
deployment status.

VMware Horizon View Administrator ot Bep | Lopout (Adminstrator)

|ty

Summary | lrwentoryl Sessions  Entklements  Tesks  Events  Polges

Eon. | |Deete Desnmoross | | v Emmements. | | w staus | | = view Compossr

Geners Fooi Setrirgs.

Ueigue M et of machines:
Type: Mumistr of sare {powered on] machines:
User assnment ML NUMBEr of FEBDY (BroVISONET) machines
Buring Veew Composer maintenance operatiens:
Machine scurcs
500 roviskaning on emor
Uit Vi Composer i 2
o -
b VM naming patte
Cornection Server retrtions:
Aermss groas

State:

Bpreest s Mbcrit P Pbcy:
Dt cr refresh maching on et
Provissning.
Bustomatas logoff after dacorrect
» View Configuration Sessions:
e e AW USBTS 10 NESER 1PBIr maCTIng:
oroups. Ao muhtiple esssioes par user:
umber of macines: 1 Defauk dspiay protocel:
M ek space reciamation Ao wuaes 18 choe pestnen
Recamation Threshola: ] Macx neribar of MOnEOrS:
Space reciamed in e lotest Man reshution of ey sra man e
it S Eha Lt 7 Sy
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Wumber of VM reciiimed in
BT 30 Randerer:
VRAM Sze.
sy Adcbe Flash qualky:

Bsbe PR ReTn g

B vewssro

Summary  [mventory | Sessions  Enikhments  Tesks  Events  Posoes

Machines (View Compossr Detais) | ThinAgps

» View Composer | | _» More Commands.

Lo )l ow ]
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» View Configuration
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36. When a desktop status changes to Available, it is ready to entitle and use. When all your desktops change
to Available, your desktop pool has been successfully deployed.

You have now created a linked-clone desktop pool. You can now proceed to creating a full-clone desktop pool.

Deploy a Full-Clone Desktop Pool
You deploy a full-clone desktop pool based on the Windows Server 2008 R2 SP1 View desktop template that
you created in earlier exercises.

1. Login to the View Administrator console, and navigate to Catalog > Desktop Pools to see a list of all your
deployed desktop pools.

2. To deploy a new pool, click Add.

VMware Horizen View Administrator
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3. Inthe Add Desktop Pool window, select Automated Desktop Pool, and then click Next.

[ [ —— Auitormated Duktop Posl
An autcmated deskton pos usts &
vORrier Server Lemglite or virtull
~ Maching snagehot 1o W N
Bl O runuwomse s e Th et
‘created when the pool is ceated o
genarated on demund Based on
!umo—mm poo sage.

4. Specify the type of user assignment for the pool. You can select either dedicated or floating, but for this
exercise, select Dedicated. You can optionally select Enable automatic assignment. Click Next.

I © o S ——
vsers the same machires
¥ Enabie automanic assgnmant “ach tima thay log 10 the Seskiop
poel

w & Ploating Enable sutomatic sesignmant
I & wser connects te a deskbop post
15 which the user s entitled, but
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5. Select the type of virtual desktop to deploy. Select Full virtual machines and click Next.

- pool
Stotage savins
Pacampas and rebesh
QuickTeD Guest customization

' Sysprep guest customization

6. Add a pool ID and display name. Optionally, select a folder to organize your pools. Click Next.

witw -G i s 200812 w

Voo o Windows Sarer 3006 13 O | Mo etast el 10 e i ke
Display Nama

The diaplay mame is the name that
et sea ot they cooned 12
View Chect. If the dagley name i
St blank, the 10 wil ta uied.
Access Group

Acces orevee can crgaize the
Sestep o yur

orgaraaaton
Thay can alss be ubed for deleguted
ministration,

Description

5 ony shown on
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7. Scroll down the Pool Settings window to see the available options. Make sure that HTML Access is enabled.
Click Next.

itz @
oy

18306200 ¢ | B

[ Enasies B

8. Adjust the provision settings and then click Next.

a.

Select Use a naming pattern and enter a naming pattern in the text box. A common pattern is
<poolname>-{n}, which displays the poolname with an incremented desktop number as desktops in
the pool are provisioned.

Specify the maximum pool size. First deploy a small number of desktops to test your pool, and then
increase the number of desktops after you have confirmed that your deployment is successful.

Under Provision Timing, select Provision all desktops up-front. Alternatively, you could provision the
desktops on demand and decide on the minimum number of desktops to have ready at initial pool
deployment. Then any additional desktops are provisioned as required, up to the maximum number of
desktops. You can try these different pool features during subsequent pool deployments.

Start machines in maintanance mode

(& ust 8 naming pattem
Naming Pattern: iew-2kBr2-{m}

i
[e———. b macke a fixed langth, (for
e
Mam number of machines: ).

Mumber of spre (pvearad an) machins: e
Provisioning Timing el

) Proveson machines on cemand

(Z) Provision 3 machines up-ront
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9. For the Storage Optimization settings, you can accept the defaults and click Next.

Storage Gptienization
Storage can be sotimized by
Storing aferent kinds of data
separately.
A Virtust SAN i not suslable because no Virtal
SAN datsstores re configured

10. For the vCenter Settings, select the Virtual Machine Template to use by clicking Browse next to the
Template text box. Select the Windows Server 2008 R2 SP1 View desktop template you set up earlier and
click OK.

‘Select & termpiata from which Lo dapioy
CScanbe

Fie -
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11. Continue through the other vCenter settings, selecting values for virtual machine folder location, host or
cluster, resource pool, and datastore, and then click Next.

12. Adjust the Advanced Storage Options. Optionally select Use View Storage Accelerator. Click Next to
continue.

“Advanced Storage Optior
Based on your resource stiection, e following features are
recomenended. Ootions that are not supported by the selected hardware
are dsabied

[] Use view Storage Acceterator

ana a0 not
Gcsur during biackout tms., Tha same blacksst poiy sppkes 16 both frequentsy, such as Vies
spmraticrs Composer OF duks.

Aacd.., | [ Ramove

3
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13. For the Guest Customization options, select Use this customization specification. Select the
customization specification you created to customize your Windows Server 2008 R2 SP1 View desktop
template. Click Next.

) Nee - Customization will e dome massally

&) Use this customization specfication:

14. Review the summary of all your pool settings and click Finish. Or to make changes, click Back.

[ Entitie users ater this wizmnd finishes
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15. You return to the pool inventory list. Double-click your desktop pool to check the deployment status.

WMware Horizon View Administrator 2 Welp | Logout (Administrator)

e || - Swtns || - I

| rra || cer | | accoesoous | m I
il Hame Tooe Sowos  Usrhie_ | vCorser Servee

Vils Windirmes 7 Des Autiembted Duikiap | vCantar (loked chun Fleating

G vier-dermowinmn 20082 N |V B Whadome] Actionsied Ok | wCastar Bedeated

tn-cams srair 2O

16. You return to the pool settings overview. Click the Inventory tab to check the individual desktop
deployment status. You can monitor the deployment status for each desktop. Click the Refresh icon to
update the status.

VMware Horizon View Administrator bout Hep | lopout (Adwinstrater)
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17. When a desktop status changes to Available, it is ready to entitle and use. When all your desktops change
to Available, your desktop pool has been successfully deployed.

VMware Horlzon View Administrator About | Hep | Logout (sdministrater)

P 2 | B vewsenownsmaosez
Sessians 2

T 2 Summary  lraentory  Sesskéns  Entbemants  Bvents  Polides
Protiem ADS Hosts ] i
Everts © 0 Mo -
Systam st [ 0

r L} = More Commands.
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vantary
Ao e | mna || owr s @

88 Users and Growse Machine oot hame free st Agont Varsion Cotasters [
v cataion 2821 sn0 e p—

You have now deployed a full-clone desktop pool.

Deploy an RDS Desktop Pool

You will now deploy an RDS desktop pool. In previous View releases, this was known as a Microsoft Terminal
Services pool. An RDS desktop pool has different characteristics compared to full-clone-based or linked-clone-
based automated desktop pools. An RDS desktop pool is based on a session to an RDS host. An RDS desktop
supports both RDP and PColP display protocols.

You will use the RDS host that you set up and configured in previous exercises to deploy an RDS desktop pool.

1. Login to the View Administrator console, and navigate to Catalog > Desktop Pools to see a list of all your
deployed desktop pools.

2. To create a new pool, click Add.

VMwara Horizon View Administrator
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3. In the Add Desktop Pool window, select RDS Desktop Pool, and then click Next.

4. Give your desktop pool an ID and display name. The ID is a unique name used to identify the desktop pool.
The display name is the name end users see when connecting to the desktop pool. Click Next.

desirop snigue
mama used t iSertfy this desitos
o,

Desplay Mame.

T gy e 8 tha nama thes
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5. Adjust the desktop pool settings or keep the default settings, and then click Next.

6. Select the RDS farm for the desktop pool and click Next.

(&) Sslect an ADS farm for this Seskton pos

Farm 1B
man-fam
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7. Review the RDSH Desktop Pool settings and click Finish. Or to make changes, click Back.

] P Usars after 11 wizard Srisnes

Dt | [ = Entnienents... | | = Situs | | = Acess Geoup | | = Hore Commans |

rea || owe | | 5| i}
S = o = =l i i
W v Gumosool RS Dwibieg el | ROS Deubing Poal | R Devkiog Services | Foating . v

L 1

You have now deployed a RDSH desktop pool. In the next exercise, you deploy an RDS-based application pool.
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Deploy an Application Pool
An application pool lets you deliver a single application to many users. The application runs on a farm of RDS
hosts.

1. Login to the View Administrator console, and navigate to Catalog > Desktop Pools to see a list of all your
deployed desktop pools.

2. To create a new application pool, click Add.

3. In the Add Application Pools wizard, you see a list of all the available applications that can be used to
create an application pool.

Salact e RDS faem s farm

O Ad sppcation poot masusty
© Swect mstanes sepicarens.

Fer
(=]
=]
=]
=]
a
=]
=]
=]
o
=]
a
=]
=]
r=

WHITE PAPER / 141



Reviewer’s Guide for View in Horizon 6

4. Select the applications you want created as application pools and click Next.

E

e

i

Ammote Desktop Cornect

ID0D000DDEDODEED i

5. Edit the ID or display name of the selected applications and click Finish.

£ 1D and Display Name of the selected applcations
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6. You return to the Application Pools window where you see all the applications that you selected.

VMware Horizon View Administrator Mout | Help | Logout (Administrater )

| rna || oee || Ao [m -]
e o
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v Friroy
gl asdh e
e s

ot

* Vi Canfigeration

You have now created an application pool.

Entitling Users to View Desktops and Applications

Now that you have deployed three different desktop pools, you are ready to entitle users to use them.
* Entitle Users to a Desktop Pool

* Entitle Users to an Application Pool

Entitle Users to a Desktop Pool
This exercise shows you how to entitle users to one desktop pool. You can repeat the exercise to entitle users to
additional desktop pools.

1. Login to the View Administrator console, and navigate to Catalog > Desktop Pools to see a list of all your
deployed desktop pools and click the desktop pool that you want to entitle.

2. Click the Entitlements tab and then click Add Entitlement.
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3. The Add Entitlements dialog box lists the pool’s entitled users and groups. Click Add to entitle new users
or groups to the desktop pool.

4. In the Find User or Group dialog box, search your domain controller for users or groups to entitle to this
desktop pool. You can narrow your query using the drop-down menus to add search terms and modifiers.
Click Find.
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5. Scroll through the results to select all the users or groups to entitle, and then click OK.

I Foisar
Hhemisers of th g damain corpiccal/t
Ui acoount for, Samain CorpUoCHL
o oo el
Buiitan scceunt for. domain oo ocalil

6. Review the summary of who you have selected. You can add more users or groups or remove them from the
entitlement list. When you are done, click OK. The users or groups are now entitled to this desktop pool.
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7. You can verify the total number of entitlements for the pool in the Entitled column.

VMwara Horizon View Administrator Mbout | Welp | Logost (Administreter)

= Eoivements... | | = Steius | |~ Acmss Geop | |_= Hore Commands |

[ )| ow [ mcomoness [ o]
- ey et s Costor St e
S oaFon | Aot D Senes Pt o

Repeat these steps to entitle other users or groups to the rest of your desktop pools or unentitle them. Proceed
to the next exercise to entitle users to application pools.

Entitle Users to an Application Pool
1. Login to the View Administrator console, and navigate to Catalog > Application Pools to see a list of all
your application pools.

2. Click the application pool or select multiple application pools to entitle.

3. Click the Entitlements tab and then click Add Entitlement.

Mbout | HWelp | Logost (Adminitreter)
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4. The Add Entitlements dialog box lists the pool’s entitled users and groups. Click Add to entitle new users
or groups to the application pool.

5. In the Find User or Group dialog box, search your domain controller for users or groups to entitle to
this application pool. You can narrow your query using the drop-down menus to add search terms and
modifiers. Click Find.
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6. Scroll through the results to selected all the users or groups to entitle, and then click OK.

I Folowr
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7. Review the summary of who you have selected. You can add more users or groups or remove them
from the entitlement list. When you are done, click OK. The users or groups are now entitled to this
application pool.
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8. You are returned to the Application Pools window. You can repeat these steps to entitle additional users or
group or unentitle them.

This completes this series of exercises. You are ready to proceed to the exercises using Horizon Clients to
connect to View desktops and applications.
Connecting to View Desktops and Applications

After you have finished deploying View desktops, you are ready to explore connection options. This series of
exercises starts by walking you through the process of connecting to View desktops using different Horizon
Clients, including HTML access and mobile clients.

» Connect to View Desktops Using Horizon Client

* Connect to View Desktops Using HTML Access

» Connect to View Desktops from a Mobile View Client
» Connect to an Application Using the Horizon Client

A prerequisite for these exercises is to install Horizon Clients on your computers and devices.
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Connect to View Desktops Using Horizon Client
This exercise guides you through using Horizon Client on a computer, either Windows or Mac OS.

1. On your target client, install the Horizon Client.

2. On your target client, launch Horizon Client, and click Add Server.
i e”ﬁ O. : WiMware View Client .
(& ] [oe] [ ] a |

vimware View  Client

Add Server

3. Inthe Hostname text box, type the fully qualified domain name of your View Connection Server,
and click Continue.

‘00 [2] VMware View Client

CICIEY =y

vim' Enter the name of the View Connection Server
™

h Jrepepp——

Add Server
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4. If you are using the default self-signed SSL certificate, an Untrusted View Connection warning appears.
a. To ensure the certificate is valid, click Show Certificate.

b. To proceed, click Continue.

"__‘._T.D____. — VMware View Client

U a4
- View Coni

~L] Wibware View cannot werify your connection to s
Swm o Ask your administrator if this server can be trusted.

| Continue Shiow Certificate

5. Type your user credentials in the Username and Password text boxes, and then click Continue.

Note: You must be entitled to a desktop pool or specific desktop to access it.

YMware View Client

g Enter your username and password

— __0““*'51-""' - demolab local m

Username: viewlser

Password: sesesssss
Domain: | DEMOLAB s

| Cancel | Continue |
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6. From the group of desktops available to your credentials, click the desktop to connect to.

| [ Nals) ViMware View Client

7. Verify that you have successfully connected to your View desktop.

LT ]

L i &

-
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8. When you are ready to end your View desktop session, click the Disconnect icon at the top left of the
View Client menu bar, and then click Disconnect.

E=1-X . bmgre View Esenr o

-

You have now used Horizon Client to launch and disconnect from View desktops sessions. Proceed to the next
exercise to connect using HTML access.
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Connect to View Desktops Using HTML Access
You can connect to a View desktop from an HTML5-enabled Web browser.

The supported Web browsers are:
+ Chrome 28 or later

+ I[E 9 or later

* Safari 6 or later

* Firefox 21 or later

* Mobile Safari, iOS 6 or later

The desktop you are connecting to via HTML must be in a pool with the HTML Access feature enabled, as
discussed in Deploy a Linked-Clone Desktop Pool.

1. Open a supported Web browser and navigate to the address of your View Connection Server.

2. Click VMware Horizon View HTML Access.

DD O W i ren e () L3 L
€ 5 O B/

% VMware Horizon

Ta e the full Bst of Vidvears Hortzon View Cllents, click hars.
Fax halp with Vikware Horzon View, cick fam.
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3. Enter your user credentials. You must be entitled to a desktop pool or specific desktop.

808/ G e F o

& > O Gbups/ Iporal jwebelient/index himis lagin

% WMware Horizon (7]

4. After the credentials are validated, the available desktops for the user are shown. Click the desktop that
you want to connect to.

800/ % vem n -

€ > O B b)) /portal fwebclient index. htmb#  desktops

% VMware Horizon 1 ©

! i
—
Vit Wincws 7 Dt Daakiog
a

Log o Peset |
A -
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5. You are connected to your View desktop using HTML Access.

800 G e maat *
4 & C [ bups:/ /[ 8443 ¢/ 1 8BBI4BA-2DE1-40A3-97FF-6507 10AE

mi =

6. You can navigate and use your desktop as you normally would. The View HTML Access menu hides at the
top of the Web browser. Click the down arrow to make it visible.

800 % s et -

€ 5 O Ghups 8443 /r/IACCIVEC-D1F4-4110-87C1 - 8B71CSEDDORI Mauth=26]6ZiMyEXaQIXBOHImI4 MNW

View Windows 7 Demo Desidop demouser @ DOMAIN =
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7. To disconnect from your session, click your username at the top right of the HTML Access menu bar. From
the drop-down menu, select Disconnect.

800 /% s x . - s
® 2 O g/ 8443 /r/IACC296C-D1F4-4110-87C1- 887 1CSEDDOS3 /Mvauth=26)6ZiMyEXa0 IXBOHIm I4 MNW =B

LAST | View Windows T Demo Deskiop demouser € DOMAIN =

e Tem

Toggee Fus Screen
S St Daless
el

At Vibmarn Bl

Lo

8. Confirm that you want to disconnect by clicking Yes.

[ T * - - - i
€ & @ By 3/1/ACC296C-DIF4-4110-87C1- 887 1C5EDDOS3 Fvauth = 26/6ZMyEXaQIXBQHimI4MNW e =

jows T Demo Deskdop

Confrm Disconnect Regusst

Are you surs you want = daconnedt from s deskisg?
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9. You are returned to your list of available desktops. You can log off or connect to a different View desktop
if one is available.

806/ v ~

2 C &) I partal iwebcliert/ index RTmie fdeskiops

"

% VMware Horizon & ©

You have now connected to a View desktop using HTML Access. Proceed to the next exercise to connect to
desktops from a mobile client.

Connect to View Desktops from a Mobile View Client

This exercise shows you how you can connect to a View Desktop from the iOS View Client on the iPad. Unity
Touch is a Horizon Client feature that is available on Windows, iPhone, iPad, and Android 4.2 or later devices
using the View 2.0 or later clients.

1. Launch View Client from your iOS mobile device. Tap + in the top left menu bar or the Add Server button.

iPad = 3 10:13 PM & 3 o7%
+ @

vmware View™ Client

Add Server

EIPColP
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2. Enter the host name or IP address of View Connection Server and tap Connect.

iPad = s

Y

1074 PM

& T o7 mm

Connect

ENTER THE HOST NAME OR IP ADDRESS
OF A VIEW CONNECTION SERVER.

10.

3. If you are using the default self-signed SSL certificate, an Untrusted View Connection warning
appears. You can modify the Horizon Client security settings in the Properties or Preferences menu. Tap
View Certificate to ensure that the certificate is valid. To accept the certificate, tap Continue.

u View G
VMware Horizon View cannot verify
your connection to https://
:443/broker/xml. Ask
your administrator if this server can
be trusted.

Do Not Connect

View Certificate

Continue
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4. Enter your user credentials. You must be entitled to a desktop pool.

Cancel
(1) (i witpsctf

ENTER YOUR USERNAME AND PASSWORD.
demouser

sssssssss

DOMAIN

5. After your credentials are validated, your available desktops are listed. Tap the desktop that you want to
connect to.

iPad + 5 0:14 PM & T 57 M-

Logout

B3 View Wind...o Desktop (i)
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6. You have connected to your View desktop from the iOS Horizon Client. By default, at first login, the Unity
Touch menu appears on the left side. Unity Touch allows you to easily interact with your View desktop. The
menu provides the functionality of a typical Windows Start menu but without having to maneuver your
touch screen to use the Start menu. You can easily and quickly launch applications.

» All Programs

" My Files

Manage /

In the example shown, we have launched a word processing application. Interacting with the application
triggered the keyboard overlay.

= B R NES Documentl - Microsoft Word = @ =
B iovc | et Pagelwout  References  Maings  Review  View e @
— i o S e 4 Fina ~
b = - v ~ Erjl= %= I A -
B} CabriBody -1l - A X | Aa [ == EE AT | aapbcend| aasboeoc AaBbCr AaBbCe B % 2 Replace
Eaite g B I U x - -A- EEETE| E 5O THormal | THoSpadi.. Headingl Heading2 |- 2‘?235 Iy Select -
Clipboard s Fant Paragraph Styles ) Editing
&
Hello] 1=
(=)

|—_/]' Ctrl Alt Shit Caps Tab Esc Del Win  Insert F1-F12 Pages/Ctris

Q w E R T b i V] | @] P &)
A S D F G H d K i return
N - X Q v B N M ' ? &
23 ] 123
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7. On the iOS Horizon Client, menu buttons that allow you to perform various actions are placed on your
screen, such as disconnect from the session or bring up the keyboard. Tap the Disconnect button to end

the session.
Wi =2-0= Documentl - Microsoft Word o @ =B
| Home | nsert  Pagelmout  References  Madings  Review  View =@
A = AN - | W S 4 Find +
Jj gy |[eiEon i o[ | A B =-=- WE T | aapbeenc| aaBbcede AaBbC: AaBbCc | 3, Repiace
Faste g B L U cakx x| @A~ @' M E & TNormal | TNoSpad.. Hesaingl Heaoingz ?;;“ﬂ_l i
Cipvoard i Font n Paragrapn 5 stytes 2| Edting

8. A dialog box appears for you to confirm your session disconnect. Tap Yes.

Are you sure you want to disconnect
from the desktop?
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9. You are disconnected from your View desktop session and returned to the list of available View desktops.

You can close the application or reconnect to your View desktop.

iPad F 10: 21 PM & T 0gY. W)
+ Recent Connections ©)

.
View Windows 7...

Connect to an Application Using the Horizon Client

Now you are going to connect to an application using the Horizon Client. The Horizon Client must be installed

on either a Windows, Mac OS X, or Linux operating system.

1. Launch Horizon Client. Tap + New Server in the top left menu bar.

Add Server
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2. Enter the host name or IP address of View Connection Server and tap Connect.

+ New Server = Qpbions =

Add Server

iy WMware Horizon View Client.

3. If you are using the default self-signed SSL certificate, an Untrusted View Connection warning appears.
You can modify View Client security settings in the Properties or Preferences menu. Tap View Certificate
to ensure that the certificate is valid. To accept the certificate, tap Continue.

AR _____________________________ [ x]

¥ cancel Loading

Sy Vhware Horizon View Client

Vihware Horizon View Clent cannot verify the identity of the server
‘L Your redentiss Contact your

sdmratrator to ask f the server can be trusted,

(omcesio | y Lomme ) Com ]
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4. Enter your user credentials and tap Login. You must be entitled to an application pool to launch an
application.

»¥ cancel Loading...

S Login g . T |

5. After your credentials are validated, your available applications and desktops appear. Tap the application
that you want to connect to. For this step, tap the Calculator icon.

e Ho %
[ £F i Show Favorites =
&
Calcultor View Windows 7
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6. Use the application as you normally would. Tap X in the menu bar to close the application.

.-- - a x
" [ £¥ ¥ Show Favorites =-
— View Edit Help
Calculator View Windows 7 :
Demo Desktop |
777|
[c ] [ | [ | [ o0 |
J[a e/ ]
(7 (8 [ o It ]
M [4]0s I[6 Jfuaalfnel]
(2 L2 0l 2 flasall _ |
[ o . ]l

7. You are returned to the list of available applications and desktops.

20 3
"I\lﬁ £¥ v show Favorites =
d
-,
Caleulator View Windows 7
Demo Desktop
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8. Tap the Disconnect button to disconnect from Horizon Client. Tap Yes to confirm. You can now close the
application.

Calculator View Windows 7
Demo Desktop

@ Are you sure you want to log off of the Connection Server? All desktop
and application sessions will be di

Coe J( % ]

You have completed all the hands-on exercises in this reviewer’s guide to evaluate Horizon 6 with View.

Summary

This guide introduces the new features and benefits of VMware Horizon 6 with View through a series of
hands-on exercises that show the ease of initial installation, configuration, and use. It also describes the
individual components, their interoperability with each other, and external integration with other VMware
products.

For more detailed information, see the View Documentation. The Additional Documentation section of this
document also provides access to product downloads and documentation.
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Additional Documentation

For more information about topics beyond the scope of this guide:
*  VMware Horizon 6 with View Documentation
*  VMware Horizon Product
*  VMware Horizon Clients Download Center
*  Storage Considerations for Horizon View 5.2
*  Graphics Acceleration in VMware Horizon View Virtual Desktops
+  View Configuration Tool: automated installation tool for View
+  vCloud Automation Center
+ vCenter Orchestrator
* vCenter Orchestrator Plug-Ins Documentation
* NVIDIA driver for vSphere 5.5
* Installing async drivers on ESXi™ 5.x
+  VMware Documentation
*  VMware vSphere Documentation
*  VMware Product Interoperability Matrixes
» vCenter Server
*  VMware Downloads

*  VMware Support
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